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CONTRACT NUMBER ‘
BETWEERN THE CITY OF LOS ANGELES AND COMPUTER SCIENCE CORPCORATION
FOR THE SAAS E-MAIL AND COLLABORATION SOLUTION (SECS)

THIS CONTRACT ("Contract") is made and entered into, {o be effective as of [Effective Date]
(“Effective Date”), by and between City of Los Angeles, California, a municipal corporation
(hereinafter referred to as the “City”), and Computer Sciences Corporation, a Nevada
corporation, (hereinafter referred to as “CSC” or “Contractoer” or “Team CSC”).

WITNESSETH:

‘WHEREAS, the City’s Information Technology Agency (. Sieinafter referred to as *IT \") is
responsible for coordinating and facilitating electr C mmunications and associated
operations for the City of Los Angeles; and

WHEREAS, the City desires to replace an existi
implemented by the Contractor, that include
collabaration, eDiscovery, archiving, video cg
desktop applications; and

with a new solution being
; Mail based e-mail,
ar communicative and

WHEREAS, Contractor was select

: Request for Propgsal issuance for
a Software as a Service (SaaS) mot '

n System; and

¥
WHEREAS, the services fo be perform
and are temporary and occasional in ch

WHEREAS, the Ci
Google Apps Prem
premise based e-mail
provided in

ed in Section 12, replaces the City's current GroupWise e-mail system
and adds collaboratio over forty (40) non-proprietary City depariment users. The
Solution must be implel by Contractor per Section 1 and thereafter supporfed as
required herein (!mpiemeniahon and follow-on support supplied by Contractor hereafter
referred to as “Support Functions™).

The City expects to replace 17,000* to 30,000* user e-mail accounts immediately, dependant
on scheduling. Contractor shall, per implementation Plan, implement the entire Solution and
migration of historical data (archive and backup) from the existing e-mail system for all council-
controlied departments (as specified in the Schedule of Work).

The Solution, as=dl '

Note(*) ~ Numbers are approximates and representative.
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The City will also make this opportunity available to proprietary departments of the City of Los
Angeles and other Public Agencies within the State of California. Contractor agrees {o offer the
same Services under the same terms and conditions to both City proprietary departments and
to any other California government entities in accordance with the pricing schedules and catalog
contained in Appendix E.

The exact quantities of e-mail accounts will be determined during the implementation-planning
phase. Not ali departments (proprietary or non-proprietary} may be included in the initial

implementation.

1.1  Minimum Required Solution Implementation (overview of solutions in Appendix B).
The City intends to establish and the Contractor will implement, the following solutions,
services and capabilities provided in a SaaS model utslizmg the Solution.

1.1.1

E-mail requirements must have the foll;
1.1.1.1 Basic e-mail functionality ¢ idingibut not Iimited o send, receive,
format, and attachme

1112 Inbox limit of no less

1.1.1.3 Attachment size tess than 1 GB per\ ail;
1.1.1.4 ili lefined e- mali groups-or:
1.1.15

1.1.1.6

1.1.1.7

1.1.1.8 Ability to retairy’

1.1.1.9

Abillty fo copy,;

mdﬁ[fﬁ;i}tion devices to e-mail;
stablish rémote printing to a City facility;
‘and delegate tasks;

S N N S §

ibscribe to Alarms and Appointments, Modify Options, Rules, and
“piders); and
1.1.1. 20 Retract and/or retrieve within City e-mail system.

Contact Management requirements must have the following functionality:
1.1.21 Must include basic contact management functionality, including but
not limited to last name, first name, middle initial, department, fitle,
phone number, fax number, mailing address, e-mail address,
business address, contact log, notes, etfc;

Ability to synchronize contact information with deskiop applications
Ability fo synchronize contact information with industry standard
mobile devices (i.e. Blackberry);

1.1.2.4  Ability to access data remotely;

—_—
-
M
W N
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1.1.2.5  Ability to synchronize data with mobile devices (i.e. BlackBerry);
1.1.2.6 Ability to share contact lists;

1.1.3 Calendar requirements must have the following functionality:

1.1.3.1 Must include basic calendaring functionality, including but not
limited to appointment, event, and sharing;

1.1.3.2  Ability to view multiple calendars at same time (both personaf and
global);

1.1.3.3 Ability to schedule resources, including but not limited to facilities,
conference rooms, and equipment;

1.1.3.4 Ability to manage resources by proxy (e.g., delegaie calendar
management, set “view-only” or{“ejdiif? rights, efc.) to another staff
member; e |

1.1.3.5 Ability to print calendars locally n:standard formats (such as daily,
weekly, monthly, Franklin atvete,);

ollowing functionality:
JHlowing criteria:

114 -Discovery requi
-1 Ability tos
Content;

:;82’ days: Q'I%Gays available to the user and 90 additional days available
Hto ‘Systeri Administrators before data is automatically processed for
long-term archive.

Ability fo archive data based on content, sender, recipient, andfor
other metadata with different archival perlods per City policy or
legal requirements; °
to retrieve or e-Discover archived data based on content,
der, recipient, and/or other metadata with different archival
periods; '

1.1.5.4  Ability to view, and perform all normal e-mail functions on archive

by an e-mail administrator without having to restore;
. 1.1.55  Ability to archive data up to and including the archive limit (see
Appendix E);
1.1.5.6 City's archive storage limit is unlimited; and “
1.1.5.7 Ability fo restore archived e-mail data to “live” status.

1.1.6 Collaboraﬁon requirements must have the following functionality:
1.1.6.1 Ability to share data and files stored within the Solution;
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1.16.2 Ability to have multiple staff members work on common files at the
same time from different or separate City work locations;

1.1.6.3  Ability to collaborate with staff members that are telecommuting or
otherwise away from a City facility;

1.1.6.4 Availability of a Wiki type solution for collaboration that allows
changes to be tracked by user; and '

1.1.6.5 Ability to maintain version control on aEi collaboration files (i.e., who,
what, when).

1.1.7 Solution Administration requirements must have the following functionality:
1.1.71 Ability, from the administrative console (tool provided by
Contractor), to:
1.1.7.2 Fully manage all City accoun
but not limited to addition, d
(1) Fully manage Saa-
(2) Control SPAM orprt
(3) Control \nrus o]
(4)
(5)

the City network, including
R, manipulation and suspension;
= and user accounts;

mobite/smart Devices, including the ability to synchronize calendar,
contacts and e-mail (e g., Blackberry Enterprise Server, efc.);
Abll_{_ty to control e-mail storage limits per user based on maximum
- stordge limits;
Ability fo integrate with internal applications using e-mail,
itically using SMTP, IMAP, SOAP, POP3, elc,;
ty to manage DNS;
bility to migrate Historical or user Archives from current proprietary
format to proposed Solution afier implementation; and
1.1.7.10  Ability to implement Administrative Console in a distributed manner
to different departments, with differing levels of access.

1.1.8 Infegration requirements must have the following functionality:
1.1.8.1 Ability to integrate with standard Mobile Devices (i.e. BlackBerry);
1.1.8.2 Applications that utilize e-mail nofifications;
1.1.8.3 Infrastructure devices that utilize e-mail notifications;
1.1.8.4 Novell Identity Management
1.1.8.5 Microsoft Active Direclory; and
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1.2 ADDITIONAL SOLUTIONS (overview of s¢

1.1.8.6 Files stored On-sife.

1.1.9 Training requirements must have the following:
1.1.9.1 Train-the-Trainer for in-house Citywide Staff training;
1.1.9.2  Train a core group of at least 100 frainers trained that will frain the
remaining City staff;
1.1.9.3 Administrative Staff; and
1.1.9.4 Availability of on-line training (by function).

1.1.10 Security requirements must have the following functionality:
1.1.10.1  Ability to provide segregation of City data from other dats;
1.1.10.2  Ability to log access to alt City data by City staff;
1.1.10.3  Ability to log access {o all City data by non-City staff; and
1.1.10.4 City email and Google Mess iscovery (GMD) data remaining
within the continental Unig§ '

The City intends to establish and the gﬁf’@“"‘
solutions, services and capabilities “Addi
utilizing the Solution, as an option to City de

1.2.1 Instant Messagin;

| Ie Iocatﬂsms mtemaily,
1ty to utilize saved vrdeo files within office productivity tools;
Ext;g‘%g ly;
Rﬁg‘%fw‘ tme on-screen notation;

te Desktop Access/Control;
= Ability fo record videos; and
1.2.3.8  Ability to control above from a Global, Group or individual

perspective with the Administrative Console.

1.2.4 Virtual Drives
1.2.4.1 Ability to store files (all types) and work as a virtual drive on the PC
desktop and with the operating system file manager;
1.2.4.2  Ability to search {e-Discovery) files;
1.2.4.3  Ability to utilize local and Saa$S office productivity tools
1.2.4.4 Availability of List serve capabilities;
1.2.4.5 Ability to log accesses; and
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1.2.46 Ability to control above from a Global, Group or individual
perspective with the Administrative Console.

1.2.5 Communication Services
1.2.5.1 Ability to translate electronic communication;
1.2.5.2 Ahility to ufilize “TTY” communication; and
1.2.5.3  Ability to control above from a Global, Group or individual
perspective with the Administrative Console.

1.3 Future Services and Enhancements:

Contractor may offer additional Google services, including, b@m limited to, archived storage
independent of a named user, Google Search, Maps, and E4illiy Contractor may also offer
future products from Google, as they become available,, he addition of products to the
Contract and catalog will be completed by written con mgAation, executed by the
parties. Conftractor will add existing and fufure prog actor 's price list in Appendix
E, after agreement is completed and executed bei {
Angeles.

2. DOCUMENTATION

The project deliverable documents
21  AProject Plan
2.2 Progress Reports
23  Design Documentatic
2.4
2.5  Materials and

251,

, network throughput, and hardware) that
ernal network to support the proposed

Minimumi ~workstation requirements for the both Required and Optional
Solutions within the Solution; and :

- Indicate whéther Novéll GroupWise client must remain active during
igration of archived e-mail.

3. TRAINING REQUIR

3.1 The Contractor shal provide tiraining for the City's operations and maintenance
personnel to competenily operate and maintain the Solution, and Contractor-installed
equipment/subsystems, as specified in Statement of Work (Appendix B).

3.2 The training shall be inclusive of all the items in the Solution, such as; all applications,
available systems, administrative, etc.

3.3 The training will be conducted according to a plan provided by the Contractor. The pian
shall detail how and when the training will be accomplished, what training materials will
be provided, and any necessary pre-requisites.
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3.4 The Contractor shall submit the proposed fraining plan and all fraining course material
to the City for review and approval prior to any training courses.

3.5 The Contractor shall prepare and provide all the course materials, lesson plans,
demonstration eguipment and test equipment necessary to teach the course.

3.6  The City shall provide standard training equipment (e.g., projectors, easels, efc.) as
required, according to the training plan. The Contractor pricing is inclusive of all
training, including all the materials and equipment provided by the Contractor.

3.7 All Contractor-provided training shall be conducted at City faciiities in Los Angeies,
unless otherwise specified by the City. ,

i’ a suitable test/examination at
“certification to ali City personnel

3.8 Course instructors shall verify the results of tramlng
the completion of each training course, and pr
who pass the course.

3.9 Contractor shall grant the City a license =

unless mutually agreed to in writing.
4. SERVICES

monitoring, suppori, backup and recov.ery traini ecessary for Cltys productive use of
- StiforE _dlx B, attached. The City shall

ss%St in lden’ufylng any required technology
:mplementatlon Contractor and the City
eir respective obligations in a timely manner
ates set forth in the Statement of Work and
.confained herein in any aspect of a Service
rovisions set forth in Appendix C — Work

the City to ensure prn
upgrades within th
shall use commercially
in order fo achieve the
other PmJect,C trol Do%' nents

‘:’*Unlesé otherwise Elmlted in Appendix B, City and any of its
yees, agents, contractors suppliers of services or other designated users that
eed o use the.Solution for the benefit of City shall have the right to operate
tHe same. As a part of the Solution, City shall be responsible for all user
d password change management.

4.2 Backup and Ref very.of City's Data. As a part of the Solution, Contractor is
responsible for mw g a backup of City Data, for an orderly and timely recovery of
such data in the event that the ava:lablhty of the Solution may be interrupted. Backup
and Recovery of the City Data will be in accordance with Appendix F — SLAs.

4.3 If the City wishes to discontinue use of the Solution and retrieve all user data,
administrative interfaces and open APls exist that provide access o all user data. With
sufficient additional technical services resources and sufficient available bandwidth, all
user data can be retrieved within 5 days, and Contractor will authorize the deletion of all
user data within the Selution.

4.4 Non-exclfusivity. Nothing herein shall be deemed fo preclude City from retaining the
services of other persons or entities underiaking the same or similar functions as those
_ undertaken by Contractor hereunder.
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4.5

4.6

46.1

Subcontractors. Contractor shall not enter into any subcontracts for the performance of
the Services, or assign or tfransfer any of its rights or obligations under this Contract,
without City's prior wrilten consent and any attempt to do so shall be void and without
further effect. City’s consent to Contractor’s right to subcontract any of the Services
shall not relieve Contractor of any of its duties or obligations under this Contract, and
Contractor shall indemnify and hold City harmless from any payment required to be
paid to any such subcontractors. Use of subcontractors, if allowed, shall be pursuant to
PSC-12 in Appendix A.

451 Subcontractors. The City hereby approves the use of the following
contractors by CONTRACTOR:
4511 Google
4512  SADA
4513 Appirio

CHANGE NOTICES AND AMENDMENTS

nt) requested by @it& prior to Final
lssible scope of a Change Notice,
(5) daySvr r nctification of City’s change
posal in accgf"‘dance with the Change Notice
ecific detmils regarding any Third-Party

e tha%ll be required to Jmplement

46.2

request, prepare a wntten P
Criteria which inGludes:

statement of the impact on the Project
s proposed staffing and anticipated number

w;_-ed change and the agreed- upon terms thereof shall
d executed by City and Contractor, and the requested

48.3 Notwithstanding anything to the contrary, changes tc any portion of the
Agreement shall be made by a written agreement executed by duly
authorized representatives of City and Contractor.

464 Notwithstanding any other provision of this Section 4.6 or PSC-10 A
“Termination for Convenience”, City's Project Manager {or escalated staff)
shall take all appropriate action to carry out any orders of the City Council
relating to this Agreement, and, for this purpose, in addition to any other
authority expressly granted to City’s Project Manager in this Agreement,
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City’s Project Manager (or escalated staff) is authorized to: (1) issue written
notice(s) of partial of complete termination of this Agreement pursuant to
Termination for Convenience in accordance with the following restrictions, but
otherwise without further action by the City Council or Office of the Controller;
and (2) prepare and sign Change Notices in accordance with the following
restrictions, but otherwise without further action by the City Councii or City’s
Purchasing Agent.

46.5 Such notices of partial or complete termination shall be deemed authorized
only after all of the following conditions have been satisfied:

ice with this Agreement and
regulations, crdinances,

4.6.5.1 Change Notices shall be in com
with all applicable City laws, 1
guidelines, and directives,

46.5.2

4.6.5.3

bles shall be made in accordance

4.7
i’i)[s.Sta’iement of Work (Appendix
4.8 =N accordance with the terms set forth in

agrees 1o :'keep such resources in good order and not permlt waste
: (amehoratlve or otherw:se) or damage fo the same. Contractor shall return

5‘

: ;-’;ésources. fn addition to any Contractor Resources described
ndix B, the Contractor shall, at a minimum, provide all of the
resources necessary to ensure that the Services continue uninterrupted,
considering the applicable Service Windows and Service Levels, that City
Data is secure o the standards and satisfaction of City, and provide for an
optimal response time for City’s users of the Solution (Appendix F). Where
Contractor fails to provide such minimal Contractor Resources, City shali
have the right to immediately terminate this Contract or the applicable
Appendix B, in whole or in part, without liability.

4.8.2

CITY_SECS CONTRACT - FINAL DRAFT Page 11 of 26




5. REPRESENTATIONS AND WARRANTIES

5.1

Mutual Representations and Warranties. Each of City and Contractor represent and
warrant that:

5.1.1 it is a business duly incorporated, validly existing, and in good standing under
the laws of its state of incorporation;

5.1.2 it has all requisite corporate power, financial capacity, and authority to
execute, deliver, and perform its obligations under this Contract;

51.3 this Coniract, when executed and dehvered shall be a valid and binding
obligation of it enforceable in accordance yvithists terms;

f this Contract has been duly
es the {egal, valid, and binding
accordance with its terms,
d by bankruptcy, and similar
eral equitable principles;

51.4 the execution, delivery, and performa
authorized by it and this Contract.g
agreement of it and is enforceable %alns
except as the enforceability ther: may be i
laws affecting creditors' rights. jenerally and by g

5.1.5 it shall comply with all app]z Ie federal, state, loCalzinternational, or other
i i ormance by:it of its obligations
pplicable pernmiits and licenses
ons under this Contract; and,
5.1.6 ‘matter or other dispute to which it

ould reasonably be expected to
‘_cffect on its ability to fulfill its

have a potentlal or aéiual
upnder this

eet its performance obligations (e.g. City
nd equipment access, decisions, elc.) as
ices B, C and D)and/or schedules mutually

Appendlx'B and that such functionality shall be maintained during the Term;

525 Confractor warranis that it will use commercially reascnable virus detection
computer software programs fo test the Software licensed hereunder for
viruses prior to delivery to City and that Contractor will continue to take such
step with respect to any code delivered to City to correct any identified error.
City hereby warrants that it will use commercially reasonable virus detection
computer software programs to test the Software licensed hereunder for
viruses prior to installation and that City will continue to take such step with
respect to any code delivered to City to correct any identified error.
Contractor warrants that it will maintain a copy of the current version and the
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{

|

one (1) immediately preceding version of the Software which have been
tested as set forth herein. Upon City’s request, Contractor agrees to make
such copy of the Software available to City, for City’s comparison with City’s
copy of the Software. Contractor further warrants fo City that it is not the
policy of Confractor to intentionally include disabling mechanisms or
computer viruses info software provided to its customers and that should
such policy change, Contractor will advise City in advance and, upon City's
request, will provide City with the code(s) necessary to defeat any such
disabling mechanisms or computer viruses, intentionally inserted by
Contractor or its employees into the Software.

h.2.6 !mplementatlon warranly means the Solutlon will operate without material

5.3

5.4

LUDING, BUT NOT
(AND OF FITNESS

LIMITED TO, THE IMPLIED WARRAN
FOR A PARTICULAR PURPOSE.

1 q& are not appropriated for these
ly 1. The*»:CIty has the rlght to extend said

pertinent to :24,\1H gnge' Gontractor shall be paid on a time-and-materials basis,

%ﬂxppendlx H — Contractor Service Rates or mutually agreed

7.2

7.2.1 ¢
.2.1.1 *20% upon the City's Acceptance of the Implementation Plan.

7.2.1.2 20% upon the City's Acceptance of 50% completion of accepied plan.
7.2.1.3 20% upon the City’'s Acceptance of 75% completion of accepted plan.
7.21.4 20% upon the City’s Acceptance of 95% completion of accepted plan.
7.2.1.5 20% upon completion of the Implementation Warranty in Section 5.2.6.

7.2.2 Fees for the Solution shall be paid per the attached payment schedule and
prorated to the actual commencement of the Solution, by number of City
staff, by activation date per pricing schedule (Appendix E).

' 7.3 Except as otherwise expressly provided in the relevant Statement of Work all invoices

shall be due and payable within thirty (30) days of receipt by the City. Invoices shall be
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submitted to the City as specified in Section 8.2 below. Payment will be made in LS
dollars.

7.4 PURCHASE END USER ACCOUNTS.

The City can only purchase End User Accounts on pre-paid annual basis.

7.5 END USER ACCOUNTS SERVICE TERMS

7.5.1 initial Term: Prorated Terms. The initial term for the first “Executed Order for
End User Accounts” on a given Customér:Domain Name will be twelve
months beginning on the Service Comm ment Date. End User Accounts
in the same agency. organizalic purchased after the Service

Commencement Date wi!l have a p 1 beginning on the date of the

7.5.2

7.5.3.

ated rreb“ate as defined in Sectlon15 4.3.
T5fe r_red by the Clty o or from a non-City

] obhgat:on and not a fixed price, shall be the
netary “Amount payable by City to Contractor for supporting ail of
the, tasks, ‘subtasks,-Deliverables, services and other work required under
thls Agreement provided that nothing herein shall be deemed to preciude
”"Clty from unrlaterally increasing the Pro;ect Price |n connection with any

1ust be Accepied in writing by Cxty If City does not Accept a
riting or Provisionally Accept such Dehverable no payment

The Projec Price, which includes all applicable taxes, transportation and
other charges hereunder authorized by City hereunder is a not to exceed
amount of Seven Million Two Hundred Fifty Thousand Dollars ($7,250,000).
Except in accordance with a properly executed Change Notice, the Project
Price shall not be adjusted for any costs or expenses whatsoever of
Contractor. Except in accordance with a properly executed Change Notice,
City shall have no other financial obligation o Contractor hereunder or
arising herefrom. Notwithstanding anything fo the contrary, the Project Price
may not be increased (e.g., pursuant to one or more Change Notices) beyond
the Contract Sum without authorization from the City Council, and any
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purported increase beYond the Contract Sum shall be deemed void and of no
force or effect. As used herein, the term “Contract Sum” shall mean Seven
Million Two Hundred Fifty Thousand Dollars ($7,250,000).

8.1.2 Notwithstanding any provision of the 8.1.1, Contractor shali fully perform and
complete all work required of Contractor in exchange for the amounts to be
paid to Contractor as set forth in the Agreement for the fixed price
implementation costs.

8.2 INVOICE
Contractor shall submit an invoice to ITA, in triplicate 4uith all supporting documentation.
Payment of invoices shall be subject to approval b’”’f’@,fy Invoices shall show the City
Contract Number, Contractor's State of Califorp Ales and Use Tax Permlt Number,
and City of Los Angeles Business Tax Registral
submitted to the following address:

City of Los Angeles - ITA |
Finance and Administrative Si
200 N. Main Street, Room 14
Los Angeles, CA 9

All invoices shall be sibmitted on Contractor’s letterhead, contain the Contractor’s official
logo, or contain other umque and identifying information such as name and address of
Contractor. Invoices shall be submitted within 30 days of service, or monthly. Invoices are
considered complete when appropriate documentation or services provided are signed off
as satisfactory by the City’s Project Manager or his designee.

Invoices and supporting documentation shall be prepared at the sole expense and
responsibility of the Contractor. The City will not compensate the Contractor for any
costs incurred for invoice preparation. The City may request, in writing, changes to the
content and format of the invoice and supporting documentation at any time. The City
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reserves the right to request additional supporiing documentation to substantiate costs at
any time.

: Failure to adhere to these policies may result in nonpayment or non-approval of demands,

[ pursuant to Charter Section 262(a) which requires the Controller to inspect the quality,

quantity, and conditions of services, labor, materials, supplies or equipment received by

"' any office or department of the City, and approve demands before they are drawn on the
Treasury.

9. PARTIES TO THE CONTRACT AND REPRESENTATIVES

| The following representative individuals and addresses sha erve as the place to which notices

and other correspondence between the parties shall be sgb

9.1 Parties To The Contract
The parties to this Contract are:

9.1.1

9.1.2 Contractor: Computer Scuen ‘

Hanover, Maryla

9.2 Contractor Representaﬁve
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9.3 City Representative
The City hereby appoints the following person, or his designated representative, o i

represent the City in all matters pertaining fo this Contract.

Kevin K Crawford

Assistant General Manager

200 North Main Street, Room 1400
Los Angeles, CA 80012

(213) 978-3311, Phone number
(213) 978-3310, Facsimile Number
Kevin.Crawford@lacity.org

9.4 City’'s Project Manager
The City hereby appoints the following person

Emilia Yanez .
Information Systems Manage
200 North Main Street Room
Los Angeles, CA 90012
(213) 922-8379, Phone number
(213) 978-3310, F: i
Emilia.Yanez@lac

’{hls‘Se ion, within fv‘é (5) workmg days of said change.

10. CONFIDENT LTy & PRO_PR:ETARY RIGHTS

10.1 City's Data ;
City’s information? erivatives thereof, contained in any Contractor reposifory (the
*City Data,” which™shall also be known and treated by Contractor as Confidential
Information) shall be and remain the sole and exclusive properly of the City. The City
shall be entitled to an export of City Data without charge, upon the request of the City. _
Contractor is provided a license to City Data hereunder for the sole and exclusive E
purpose of providing Services, including a limited non-exclusive, non-transferable license f
fo store, record, transmit, and display City Dafa only fo the extent necessary in the
provisioning of the Services. Except for approved subcontractors, Contractor is prohibited
from disclosing City Data to any third party without specific written approval from the City.
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10.2 Non Disclosure
The use and disclosure of such information is governed by the NON-DISCLOSURE

AGREEMENT contained in Appendix 1.

10.3 No License .
Nothing in this Contract shall be construed to grant either party any ownership or other
interest, in City Data, or Confidential Information, except as may be provided under a
license specifically applicable fo such Confidential Informaticn.

10.4 Assignment of Warranties and Licenses
For any optional products and services procured
fo Section 4, Contractor shall for the protectig

Clty from Contractor pursuant
he City, demand from all vendors

: and services, which shall be
by law and the terms thereof.

Contractor acknowledges that City"
Information Security Program, as t

Program (collectively, thes - :
access to the Protecte Ha. { ' ; d agrees to the following.

11.1° Fs obligation of confidentiality as
be responsible for establishing and
) that is designed to: {i) ensure the security

ity shall have the right to review Contractor's information
he commencement of Services and from time fo time during

11.2

17 reasonable notice, City, at its own expense shall be entitled
to perform, or to erformed, an on-site. audit of Contractor’s information security
program. In lieu of ar on-site audit, upon Contractor option, Contractor shall complete,
within forty-five (45 days) of receipt, an audit questionnaire provided by City regarding
Contractor’s information security program.

from time fo ;u

11.3 Audit by Contractor. No more than annually, Contractor, at its own expense, shall
conduct a SAS-70 or equivalent audit of Google's information security program and
provide such audit findings to City upon formal wriiten request.

11.4  Audit Findings. Contractor shall implement any required safeguards as identified by
City or information security program audiis.

CITY_SECS CONTRACT - FINAL DRAFT .Page 18 of 26




12. DEFINITIONS

12.1  “Acceptance” (and the various tenses of the word); shall mean the City's writien
approval of any Deliverables or Services provided by Contractor to the City.

12.2  *“Acceptance Test” shall mean the conduct of the series of tests and protocols specified
in the Statement of Work (Appendix B) for a particular Deliverable (Appendix C) or a test
by mutual agreement. The successful completion of which the Acceptance Test will
signify the successful delivery of such Deliverabile.

12.3 *“Affiliale” means a governmental entity incorporated and recognized under the laws of
California. : -

u,éfriess operations of the City are
e general business offices of the
salendar days.

12.4  “Business Day”: Shall mean a day in which gener.
conducted, but shall not include any day in whigl
City are closed. All other references to “days” refi

12.5 “Change Notice™ Shall mean a modification,
Services or Deliverables that is duly ado)
Change Management Process.

12.6 “Change Management Process™ Shall
maodification or amendment of the Statem
the Statement of Work (Appendix B).

12.7

=the responsibility of the City of Los
2d iﬁ&@iﬁt;gggeﬁniﬁon) to provide services io

Angeles (inci;#
the City’s const

12.8 ished or delivered by Contractor or City

mean {a) a copyright, trademark or trade
lecunder the laws of the United States of
e Unite tes of America, or (b) a United States.

T

12.9 “Cé'r_]ﬁdential Inform _ﬁ.‘s\ ? for‘iﬁ@%ﬁ%(:ity shall mean all City data of any form (including but

fo: emall, ca endar, contact management, attachments, recordings {video or
scripls, files Is, settp/configuration information, plans, or designs).

12.10 “Contracto
information

mean any and all of Confractor's proprietary materials,
used by Contractor in the conduct of ifs business, including,
by way of illustral not limitation, technical information, plans, designs, templates,
processes, methodi ies, procedures, reusable software (such as source code, object
code, routines and libraries that are commonly used in connection with, and are generic
to the development of, a typical computer program) and generic software features (such
as text, graphics, menus, icons and other, commonly-used elements that are generic to
computer programs), together with improvements and medifications thereof.
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12.11 “Deliverable” shall mean a tangible work product developed for and delivered to City, as
set forth in the relevant Statement of Work (Appendix B). By way of example, a
Deliverable may consist of a plan, a report, a design, or a software module.

1211.1 In the case of items to be delivered in tangible form, upon the transfer of
possession of the item to the control of the respective City personnel
designated to receive such possession at the designated time and place, or if
no place is designated at such person’s office.

12.11.2 In the case of items to be delivered by electronic fransmission, upon the
successful compietion of such transm|3510n to the designated City computer
and verification of the accuracy of such tr: Sriissi

12.11.3 In the case of items for which payme
an Acceptance Test then, upon ih

12.12

12.13

12.14

12.15

12.16

12.17

12.18 “Project Control ent”; Shall mean a mutually agreed to change in writing to this
Contract or its appendices. The Project Controt Document shall be signhed by the City's
Contract OQwner and Contractor's Principle Contract Administrator and may require
approval by City Council. The signature authority may be delegated, but such
delegation constitutes a Project Control Document.

12,19 “Project Plan™ Shall mean the Project Plan to be developed by the Parties pursuant o
the Statement of Work outlining the schedule for performing the Services and
Deliverables under the Contract.

12.20 “Protected Data” shall mean any “Confidential Data” that has significant security
information contained therein.
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12.21 “Severity Level”. Shall mean a pariicular [evel identified in the table immediately below
as determined by the type of Service Interruption.

Severity Definition
1 - Critical A problem with Contractor supported Service causing critical
impact to the City’s business operation. No workaround is
immediately available and work using the Solution cannot
continue.
2 - Serious A problem with Contractor supported Service causing significant
impact to the City’s business operati A% A workaround is available
but is unacceptable on a long- -term basis.
3 - Moderate | A problem with Contractor suppoitedService that impairs some
functionality, but a practical wo
4 - Minor A problem that does not affet
request for Services enhan;

services to be p o1
hd any Schedules an pendices hereto,
including without limitation, service sting, project
management, consultation, £Sur Zprovisioning of
Third Party Products, whethé: - init nent of Work or any Change Notice.

12.23 “Solutlon” Shall mean the Valtie Added., (VAR) of Archive to Go, Google Apps

12.22 “Services™ Shall mean and includé
Contractor pursuant to the Contrac

12.24 “Statement
to a specifi
‘Deliverables,

llowing elerents: the scope of the Project,
onsibilities of Contractor, the Acceptance
s and payment schedule pertinent to the
this Contract as they apply to the Project.

}%iset of requirements and specifications for the

n ace‘ rdance with tﬁe Contract and which shall also include the

i e?\ppen%we '

St il mean"iserwces to be performed or provided by Contractor,
rsuant fo the Contract and any Schedules and Appendices
instaf!ation maintenance, testing, project management

other thar
hereio, i

Statement of Wor ‘ Change Noftice.

12.27 “Third Party Products"- Shall mean any computer program supplied to the City by an
Entity other than Contractor, which is required for the operation of the Service and listed
in the Statement of Work and/or the License Confract.

13. AGREEMENT MODIFICATIONS, CHANGES OR AMENDMENTS

Pursuant fo PSC-5 of Appendix A, this Contract plus the attached Appendices constitutes the
entire contract between the City and Contractor and may be amended by further written

agreement,
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14. INCORPORATION OF STANDARD PROVISIONS/ORDER OF PRECEDENCE

In the event of an inconsistency between any of the provisions of this Contract and/or any
appendix attached hereto, the inconsistency shall be resolved by giving precedence in the
following order:

14.1  The provisions of this Confract
14.2 Appendix A
14.3 Appéndix B through Appendix J
15. Additional Terms not included in Appendix A

15.1 LIMITATION OF LIABILITY

ANY SUCH LOS
FROM STRICT T

15.1.2

ol Servits Contracts (rev. 03/09), PSC-21
, Contractor’s liability to the Clty_shall not

flective Date: $1,400,000 ($3,500,000 total)
rom the Eﬁective Date $1,400,000 ($4 200,000 total)

2 sha!l not limit: (a) liability for breach of any confidentiality
} liability for infringement of the other party's intellectual
prop ghts, (c) Contractor’s liability for perscnal injury or death or for
damageﬁo real property or tangible personal properly caused by the
negligence or willful misconduct of Contractor or its employees. (d)
payment obligations arising under Article 15.2 of this Agreement in
connection with the hiring of an employee of the other party, or {e)} liability
for payment of interest added by a court of law or an arbitration panel to a
judgment entered in any action or proceeding under this Agreement.

15.2 EMPLOYEE HIRING
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For purposes of this Sectlion, "to hire" shall mean to hire as an employee and/or
otherwise fo engage or retain as an independent contractor or consultant. Contractor
and City acknowledge and agree that each of them has invested substantial time and
expense in recruiting, hiring, training and retaining employees. If either Contractor or
City hires an employee of the other, as a result of the exposure of such employee to
Contractor or Gity in the course of activilies hereunder, the hiring party will receive
significant additional value under this Agreement, at the expense of the other party.
Accordingly, if either Contractor or City, at any time during the Term and within one
hundred eighty (180) days thereafter, hires any person who has been involved in
rendering or receiving services hereunder as an emplgiee of the other parly, the hiring
party shall pay to the other party a fee, equal to Hundred percent (100%) of the
annualized gross compensation, reportable on grm W-2 to the Internal Revenue
Service, that was most recently earned by sug sen as an employee of the other
e hiring of any person who:

{b) has not been an employee of
more days. :

ust accept the Google TOS en-line prior

ation of the Services. The City understands that the Google Apps

Premier Edition are standard hosted services provided by €SC/Google,

and that Google may make commercially reasonable modifications to the

ervices, o "iparticular components of the Services, from time to time, at no
ditionaligost to the City.

15.4 TERMINATION:

15.4.1 Termination for Breach. For Appendix A PSC 10.b, Termination for
Breach of Contract, if section is utilized Contractor shall have a
commercially reasonable cure period.

15.4.2 Termination for Funding. This Contract shall be subject to termination by
the City if funds are not appropriated for these services in the ensuing
fiscal year commencing July 1.
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15.4.3 Termination for Convenience and Associated Payments. After the
‘Implementation Warraniy” and upon providing Confractor, at least, thirty
{30) days written notice, the City may ferminate for convenience pursuant
to PSC 10 in Appendix A.

If terminating pursuant to PSC 10 in Appendix A, the Contractor shall
refund fo the City the balance of the total annual service fees for the End
User Accounts purchased by the City for LA City users, on a pro-rated
basis for the unused portion of the pre-paid subscription fees from the date

- the City data is fully migrated off of the system. In such event, Contractor
shall be entitled o receive payment for reasonabie costs and fees it incurs
in respect to the termination and any deferred costs incurred prior to the
termination date. ;

15.5 INDEMNIFICATION

15.5.1 Except for the active negligence or W
Officers, Agents, Employees Assrgns ‘
undertakes and agrees to
Boards, Officers, Agents,
against all suits and causes of%

but not limited to, attorney's fees'and c¢o ,_f itigation ﬁﬁ@age or liability of any nature
' “Contractor employees and

gk e pé?sonal property of either party
jer by Teaswen of the negligent acts, error or
the performance of this Contract by the

agents, orda
hereto or of |
omissions o

es ind agrees fo defend, indemnify and hold
QfF icers, Agents Employees As&ugns and

the disclosure of such End Users information and to the
result of actions predominantly attributable to (as agreed to
ement not fo be unreasonably withheld) Coniractor or its

15.5.3 Furthermore, except for the active negligence or willful misconduct of City, or any
of its Boards, Officers, Agents, Employees, Assigns and Successors in
Interest, Contractor underfakes and agrees to defend, indemnify and hold
harmless City and any of its Boards, Officers, Agents, Employees, Assigns and
Successors in Interest from and against all third party suits and causes of action, claims,
losses, demands and expenses, including but not limited to, attorney’s fees and cost of
litigation, damage or liability of any nature whatsoever, for lost City Data; provided
however that for the City of Los Angeles, California only (1) during the Impiementation
Warranty period { as defined in Section 5.2.6), such liability is unlimited to the extent of
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the initial City of Los Angeles, Califoia order and (2) following the Implementation
Warranty period (as defined in Section 5.2.6) through the remainder of the Term,
Coniractor or its Subcontractor of any tier, may NOT be held liable under this Section
15.5.3 for more than $7,700,000.

15.5.4 The provisions of this Section 15.5 survive expiration or fermination of this
Contract.

16. INCORPORATION OF APPENDICES

The following appendices are hereby incorporated into and made a part of this agreement
wherever referred to as though set forth at length, except where certain portions of specific
appendices have been deleted or superseded by other secjgj%ofq'_s_fcéf this Agreement:

Appendix A Standard Provisions for City
Appendix B Statement of Work e
Appendix C Deliverable Definition
Appendix D

Appendix E T,
Appendix F Service Level Agreemen
Appendix G ‘ List of Key Bersonnel
Appendix H Contractof, ce Rafes
Appendix | Non-Disclos,
Appendix J
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IN WITNESS THEREOF, the parties hereto have
respective duly authorized officers:

 APPROVED AS TO FORM:
Carmen A. Trutanich, City Attorney

By:

Edward M. Jordan
Assistant City Atforney

Date:

ATTEST: June Lagmay
City Clerk

By:

Date:
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caused this instrument fo be signed by their

CITY OF LOS ANGELES

Kevin K Crawford
AssistanizGeneral Manager
Information [ echnology Agency

Signature

Printed Name

Title

Date

BTRC No.:
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STANDARD PROVISIONS FOR CITY CONTRACTS

PSC-1. CONSTRUCTION OF PROVISIONS AND TITLES HEREIN

Al fitles, sublitles, or headings in this Contract have heen inserted for convenience, and

 shall not be deemed to affect the meaning or construction of any of the terms or

provisions hereol. The language of this Contract shall be construed according fo its fair
meaning and not siiclly for or against the CITY or CONTRACTOR. The word
*CONTRACTOR" herein in this Contract includes the party or parties identified in the
Contract.  The singular shall include the plural;, § there s more than ene
CONTRACTOR herein, unless expressly stated olherwise, fher obifigafions and
liabilities hereunder shall be jeint and several. Use of the feminine, masculine, or neuter
genders shall be deemed o include the genders not used.

PSC-2. NUMBER QF QRIGINALS

The ninber of original texds of this Cordract shall be equal to the number of the pariies
hereto, one text being retained by each patty. At the CITY'S oplion, one of moee
additional original texts of this Conlract may also be retained by the City.

PSC-3. APPLICABLE LAW INTERPRETATION AND ENFORCEMENT

Each parly’s performance hereunder shall comply with all applicable laws of the United
States of Amernca, the Stale of Calfomia, and the CITY, including bt not limited o,
taws regarding heafth and safety, labor and employment, wage and hours and licensing
faws which affect employees. This Confract shall be enforced and interpreted under the
faws of the Siate of California without regard {o confict of law principles.
CONTRACTOR shall comply with new, amended, or revised laws, regulations, andfor
procedures that apply to the performance of this Confract.

In any aclion arising out of this Contract CONTRACTOR consents fo personal
misdiction, and agrees o bring all such aclions, exclusively in siste or federst courds
located in Los Angeles County, Califorsa.

If ary part, ferm or provision of this Centract s held void, illegal, unenforceable, or in
ronflict with any law of a federal, siate or local government having jurisdiction over this
Contract, the validity of the remaining parts, terms or provisions of the Condract shall not
be affected thereby.

STANDGARD PROVISIONS
FOR CITY CONIRACTS [Rev. 309} 1
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P&C-4. TIME OF EFFECTIVENESS

Unless otherwise provided, this Contract shall take effect when all of the following
svents have sccurred: '

A This Contract has been signed on behalf of CONTRACTOR by the person
or persons authorized to bind CONTRACTOR hereto;

B.  This Contract has been approved by the Gity Council or by the board, |
officer or employee authorized o give such approval;

C. The Office of the City Attorney has indicafed in wiifing ifs approval of this
Contract as to form; and

B This Contract has been signed on behalf of the CITY by the person
designated by the Ciy Councll, or by the board, officer or employee
authorized 1o enter info this Contract.

PSC-5.  INTEGRATED CONTRALGT

This Confract sets forth all of the nghts and duties of the parfies with respect fo the

subject matter hereof, and replaces any and all presdous Centracts or understandings,

whether wrotten or oral, relating therelo. This Confract may be amended only as
- provided for in paragraph PSC-G hereof.

PSC-5. AMENDMENT

All amendments to this Confract shall be in writing and signed and approved pursuant to
the provisions of PSC4.

PSC-7. EXCUSABIE DELAYS

I the event that perdiormance on the pard of any parly herelo is delayed or suspended
as a result of cdroumstances beyond the reasonable control and without the fault and
negligence of said party, none of the parties shall incur any liabilily to the other parties
as a result of such delay or suspension. Circumnstances deemed to be beyond the
contral of the paries hereunder include, bid are not Iimited to, acls of God or of the
public: enemy, insurrection; acts of the Federal Govemment or any umit of State or Local
Government i either sovereign of contraclual capacity, fires; floods, earthquakes;
epidemics; guarandine  resinctions; shikes; freight embargoes or delays m
iransporiation, o the extent that they aze not caused by the parly's willhul or negligent
acts or omissions, and o the exient that they are beyond the parly's reasonable control.

PSC-8. BREACH
Except for excusable delays as described in PSC-7, if any parly fails to perfarm, in

whole or in pard, any promise, covenant, or agreement set forth herein, or should any
representation made by it be untrue, any aggrieved parly may avall i#tself of all rights

STANDARD PROVISIONS
FOR CITY CONTRACTS (Rev. 3409} 2
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and remedies, at law or equity, in the courts of law. Said rights and remedies are
cumulalive of those provided for herein except that in no event shall any party recover
more than once, suffer a penalty or forfeifure, or be unjustly compensated.

PSC-8. WAIVER

A waiver of a default of any part, term or provision of this Contract shall not be
construed as a walver of any succeeding default or as a waiver of the part term or
provision Hself. A parly’s periormance after the other parly's default shall not be
eonsirued as a waiver of that default.

P3C16. TERMINATION

A.  TERMINATION FOR COMVENIENCE

The CITY may tenmnaie this Contract for the CITY'S convenience al any time by
giving CONTRACTOR thirty days written nofice thereof.  Upon receipt of said
notice, CONTRAGTOR shall immediately fake action not to incr any additional
obligations, cost or expenses, except as may be reasonably necessaty fo
terminate S aciiviies. The CITY shall pay CONTRACTOR ifs reasonable and
allowable cosis through the effective dale of termination and these reasonable
and necessary cosis incurred by CONTRACTOR to affecd such termination.
Thereafter, CONTRAGTOR shall have no further claims against the CITY under
this Contract.  All finished and unfinished documents and matenals procured for
or produced under this Contract, including all intellechual property rights thereto,
shall become CITY property upon the date of such tegpination. CONTRAETOR
agrees to execule any documenis necessary for ithe CITY to perfed,
memorialize, or record the CITY'S ownership of rights provided herein.

B. TERMINATION FOR BEEACH OF CONTRACT

1. Except for excusable delays as provided - PSC7, i
CONTRACTOR faills to perform any of the provisions of this
Conlract or so fails o make progress as to endanger fimely
performance of this Contract, the CITY may give CONTRACTOR
writtent notice of such default. ¥ CONTRACTOR does not cure
such default or provide a plan o cure such default which s
acceptable to the CHTY within the time permitied by the CITY, then
the GHY may lemninate this Confract due o CONTRACTOR'S
breach of this Contract.

2. If a federal or state proceeding for refief of debtors is undertaken by
or against CONTRACTOR, or # CONTRACTOR maskes an
assignment for the benefit of creditors, then the CITY may
immediately terminate this Contract

3 If CONTRACTOR engages in any dishonest conduct related o the
performence or administration of this Contract or violafes the

STANDARD PROVISIONS
FOR CITY CONTRACTS (Rev. 3/85) 3
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CITY'S lobbying policies, then the CITY may immediately Eerminaté
this Contract. :

4 Irr the event the CITY ferminates this Confract as provided in this
saction, the CITY may procure, upon such terms and i -such
meanner as the GITY may deem appropriate, services similar in
scope and level of effort fo those so terminated, and
CONTHACTOR shall be liable fo the CITY for all of its cosis and
damages, including, bt not Emited, any excess costs for such
Senvices. '

5. All finished or unfinished documents and materals produced or
procured under this Contract, including afl intellectual properly
righis thereto, shall become CITY property upon date of such
termination. CONTRACTOR agrees fo execute any documenis
necessary for the CITY to perfect, memoralize, ar record the
CITY'S ownership of nghts provided heremn.

B. if, after notice of termination of this Contract under the provisions of
this sechion, it is deternined for any reason that CONTRACTOR
was not in defaulf under the provisions of this section, or that the
defaulf was excusable under the tenns of this Condract, the nights
and abligations of the parties shall be the same as if the nolice of
termination had been issued pursuant fo FSC-10{A} Termination for
Convenience.

7. The rights and remedies of the CITY provided in this seclion shall
- nbt be exclusive and are in addiion o any other nghis and
ezmedies provided by law of under this Contract.

PSC-11. INDEPENDENT CONTRACTCOR

CONTRACTOR is acting hereunder as an independent contractor and not as an agent
or employes of the CITY. COMTRACTOR shall mot represent or otherwise hold out
iiself or any of its directors, officers, partners, employees, or agents 1o be an agent or
employee of the CITY. '

PSC-1Z. CONTRACTOR’S PERSONMEL

Unless otherwise provided or approved by the CITY, CONTRACTOR shall use its own
employees fo perform the services described in this Contract The CITY shall have the
right to review and approve any personnel who are assigned to work under this
Contract CONTRACTOR agrees to remove personnel from performing work under this
Contract if requested 1o do so by the CITY.

CONTRACTOR shall not use subcontraciors o assist in performance of this Conlract
without the prior written approval of the GITY. i the CGITY pemmnis the use of
subepntractors, CONTRACTOR shall remsain responsible for performing all aspects of
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this Confract. The CITY has the nght to approve CONTRACTOR'S subcondractors, and
the CITY resewes the night to request replacement of subconfraciors. The CITY does
not kave any obligation o pay CONTRACTOR'S subcontractors, and nofhing hevein
creates any privity between the CITY and the subcontractors.

PSC-13. PROHIBITION AGAINST ASSIGNMENT OR DELEGATION

CONTRACTOR may not, undess if has first obtained the written permission of the CITY:

AL Assign or otherwise alienate any of its rghts under this Confract, including
the right to payment; or ' ‘

B. Delegate, subcontract, or otherwise fransfer any of s dulies under this |
Contract.

PSC-14. PERMITS

CONTRACTOR and its directors, officers, pariners, agends, employees, and
subtoniractors, 1o the extent allowed hereunder, shall obiain and maintain a8 licenses,
permits, certifications and other documents necessary for CONTRACTOR'S
performance hereunider and shall pay any fees required therefor. CONTRACTOR
cerfifies 1o immediately nofify the CITY of any suspension, fermination, lapses, non-
renewals, or restriichions of licenses, permits, certiicates, or other documents.

PSC-15. CLAIMS FOR LABOR AND MATERIALS

CONTRACTOR shall promplly pay when due all amounis payable for labor and
materials fumished in the performance of this Condraci so as fo prevent any lien or other
claim under any provision of law from arising against any CITY properly (including
reports, - documents, and  ofher tangble or intangible matter produced by
CONTRACTOR hereunder), against SONTRACTOR'S rights o payments hereunder,
ar against the CITY, and shall pay all amounts due under the Unemployment Insurance
Act with respect fo such kabor.

PSC16. CURRENT LOS ANGELES CITY BUSINESS TAX REGISTRATION
CERTIFICATE REQUIRED

If applicable, CONTRACTOR represents that it has obtained and presenily holds the
Business Tax Registration Cedificate(s} required by the CITY'S Business Tax
Qrdinance, Section 21.00 ef seq. of the Los Angeles Municipal Code. For the term
covered by this Contract, CONTRACTOR shall maintain, or obfain as necessary, all
such Cerltficates required of it under the Business Tax Ordinance, and shall not allow
any such Certificate fo be revoked or suspended.

RSC-17. RETENTION OF RECORDS, AUDIT AND REPCORTS

CONTRACTOR shall maintain all records, incduding records of financal fransactions,
pertaining o the pedonmarnce of this Contract, in their onginal form, v accordance with
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requirements prescribed by the CITY. These records shall be refained for a period of
no less than three years following final payment made by the CITY hereunder or the
expiration date of this Confract, whichever occurs last. Said records shall be subject to
examination and audit by authorized CITY peysonnel or by the CITY'S representative at
any fime during the ferm of this Confract or within the three years following final
payment made by the CITY hereunder or the expiration date of this Contract, whichever
occurs last. GONTRACTOR shall provide any reports requested by the CITY regarding
performance of this Contract. Any subcontract entered into by CONTRACTOR, fo the
extent allowed hereunder, shall include a like provision for work fo be performed under
this Contract.

P5C-18. FALSE CLAIMS ACT

CONTRACTOR acknawtédges that it s aware of fiabiliies resulling from submitting a
false claim for payment by the CITY under the False Claims Act {Cal. Gov. Code §§
12650 ef seq.), including treble damages, cosis of legal actions fo recaver payments,
and civil penalfies of up to $10,000 per false claim.

PSC-19. BONDS

All bonds which may be required hereunder shall conform fo CITY requirements
established by Charter, ordinance or policy, and shall be filed with the Office of the City
Adminisirative Officer, Risk Management for ifs review and acceplance in accordance
with Seclions 11.47 through 11.56 of the Los Angeles Administrative Code.

PSC-20. INDEMNIFICATION

Except for the active neghgence or willful misconduct of the GITY, or any of its Boards,
Officers, Ageris, Employees, Assigns and Successors in Inferest, CONTRACTOR
undertakes and agrees to defend, indemnify and hold harmless the CITY and any of its
Boards, Officers, Agents, Employees, Assigns, and Buccessors in Interest from and
against all suiis and causes of aclion, claims, losses, demands and expenses,
including, but not mited o, alformey’s fees {both in house and oulside counsel) and
cost of Migation fncluding a# actual fligation costs incurred by the CITY, including but
not Jimited to, costs of experis and consullanis), damages or lahility of any nature
whalsoever, for death or injury fo any person, including CONTRACTOR'S employees
and agenis, or damage or destruchion of any property of either party hereto or of third
parties, arising in any manner by reason of the negligent acls, errors, omissions oF
valiful musconduct incident o the performance of this Condract by CONTRACTOR or iis
subcontractors of any tier. Rights and remedies available to the CITY urnder this
provisicn are cumulafive of those provided for elsewhere in this Contract and those
aliowed under the laws of the Uniled Stales, the State of California, and the CITY. The
provisions of PSC-20 shall survive expiration or lermination of this Condract.

P5L-21. INTELLECTUAL PROPERTY INDEMNIFICATION

CONTRACTOR, at ifs awn expense, undertakes and agrees o defend, indemnify, and
hold harmiess the CITY, and any of its Boards,; Officers, Agents, Emplovees, Assigns,
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and Successors in Inferest from and against all suits and causes of action, claims,
fosses, demands and expenses, including, but not imifed to, atlomey's fees (both in
house and cutside counsel} and cost of liligation {including all aclual Bligation costs
incurred by the CITY, including but not limited to, cosis of experts and consuliants),
damages or liabilily of any nalure whalsoever arising out of the infringement, aclual or
alleged, diwect or contebutory, of any indellectuad property nghts, incheding, wathout
imitation, patent, copyright, trademark, trade secret, fight of publicity and proprietary
information night (1) on or in any design, medium, maller, arlicle, process, method,
application, equipment, device, instrumentation, sofiware, hardware, or fimware used
by CONTRACTOR, or s subcontractors of any fer, in peﬁmmmg the work under this
Contract; or {2] as a resul of the CITY'S achual or infended use of any Werk Product
furnisted by CONTRACTOR, or ifs subeontraciors of any tier, under the Agreement
Rights and remedies available to the CITY under this provision are cumulative of those

" provided for elsewhere In this Contract and those allowed under the laws of the United

States, the State of California, and the CITY. The provisions of FSG-21 sha%i SUFVIVE
exparaf;en or terminabon of thzs Confract

PSC-22. INTELLECTUAL PROPERTY WARRANTY

CONTRACTOR represents and warrants that its performanee of all obligations under
this Contract does not infringe in any way, directly or coninbutorily, upon any third
party's intellectual property rights, including, without limifation, patents, copyrights,
trademarks, frade seaets, right of publicify and proprietary informalion.

PSC-23. OWNERSHIP AND LICENSE

Unless otherwise provided for herein, all Work Producis originated and prepared by
CONTRACTOR or s subcordractors of any tier under this Contract shall be and remain
the exchusive property of the CITY for #s use n any manner i deems appropriate. Work
Products are all works, tangible of not, created under this Confract including, without
limitation, documents, matenal, data, reports, manuals, specifications,  artwork,
drawings, sketches, computer programs and databases, schematics, pholographs,
video and audiovisual recordings, sound recordings, marks, logos, graphic designs,
notes, websites, domain names, inventions, processes, formulas matters and
combinations thereof, and all forms of intellectual propery. CONTRACTOR hereby
assigns, ardd agrees t{:; assign, all goodhwill, copyright, ademark, patent, frade secret
and all other intellectual property rights worldwide in any Work PFD@E.EEES originated and
prepared by CONTRACTOR under this Confract. CONTRACTOR fnther agrees o
execute any documents necessary for the CITY to perfect, memorialize, or record the
CITY'S ownershap of righis pravided herein.

For all Work Products delivered to the CITY that are not originated or prepared by
CONTRACTOR or s subcordractors of any tier under this Contract, CONTRACTOR
hereby granis a8 non-exclusive parpetual ficense o use such Work Produets for any
CITY pufposes.
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CONTRACTOR shall not provide or disclose any Work Product to any fhird party
without prior vaitten consent of the CITY.

Any subcortiract entered info by CONTRACTOR relating fo this Condract, fo the exdent
afiowed hereunder, shall include a like provision for work fo be performed under this
Confract to contracteally bind or otherwise oblige s subcontractors perfarming work
under this Confract such that the CITY'S ownership and license rights of all Work
Products are preserved and profected as intended herein. Fallure of CONTRACTOR to
comply with this requirernent or to obiain the compliance of its subcontractors with such
obligations shall subject CONTRACTOR to the imposition of ary and all sanclions
allowed by law, including but not limited to termination of CONTRACTOR'S contract
with the CITY.

PSC-24. INSURANCE

Dunng the term of this Contract and without limiting CONTRACTOR'S indemnification
of the CITY, CONTRACTOR shall provide and mmintain at its own expense a program
of insurance having the coverages and limits customarily camied and actually amanged
by CONTRACTOR, but not less than the amounts and ypes listed on the Required
Insurance and Mininsum Limids sheet (Form General 146 in Exhibit 1 herelo), covering
s operations hereunder. Such insurance shall conform fo CITY requirements
established by Charter, ordinance or policy, shall comply with the Insurance Contractual
Reguirements {Form General 133 in Exhibit 1 herefo) and shall otherwise be in a form
acceplable o the Office of the Cily Administrafive Officer, Risk Management.
CONTRACTOR shall comply with alt Insurance Contraciual Requiremenis shown on
Exhibit 1 hereto. Exhibit 1 is hereby incorporated by reference and made a part of this
Caritract.

PSC-25. DISCOUNT TERMS

CONTRACTOR agrees fo offer the CITY any discount terms that are offered fo ifs best
cusiomers for the goods and services to be provided hereunder and apply such
discount fo payments made under this Corttract which meef the discount ferms.

PSC-26. WARRANTY AND RESPONSIBILITY OF CONTRACTOR

CONTRACTOR warranis that the work performed hereunder shall be completed in a
manner consistent with professional standards. practiced among those fims within
CONTRALCTOR'S profession, doing the same or simifar work under the same or similar
circumsiances.

PSC-27. HON-DISCRIMINATION

Unless otherwise exempt, this Confract s subject to the non-discrimination provisions in
Sections 10.8 through 10.8 2 of the Los Angeles Administrative Code, as amended from
time to ime. The CONTRACTOR shall comply with the applicable non-discrimination
and affrmative action prosvisions of the laws of the United States of Ameriea, the State
of Calfomda, and the CITY. In perdormirng this Contract, GONTRACTOR shall not
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discriminate o #s employment pracices agamst any employee or applicant for
employment because of such person's race, refigion, national origin, ancestry, sex,
sexual orientation, age, disabilily, domestic partner status, mantal status or medteaf
condifion. Any subcontract entered into by Qi}ré’l?i%ﬁmﬁ‘ fo the exient ailowed
hereunder, shall include g like provision for work to be performed under this Coniract.

Failure of CONTRACTOR fo comply with this requirement o to obtain the compliance
of s subcontractors with such obligations shall subiect CONTRACTOR io the
imposition of any and all sanclions sllowed by law, including but not limited fo
termination of CONTRACTOR’S contract with the CITY.

PSC-28. EGUAL EMPLOYMENT PRACTICES

Unless otherwise exempt, this Contracl is subject 1o the equal employment practices
provisions in Section 10.8.3 of the Loz Angeles Adminisirative Code, as amended from
time to tme.

Al During the perforrmance of this Contract, Cﬁ}ﬁmm’ﬂﬁ agrees and
represents  that t will provide equal employment praciices and
CONTRACTOR and each subcontractor hereunder will ensure that in his
or her employment practices persons are employed and employees are
freated equally and without regard fo or because of race, religion,
ancesfry, national arigin, sex, sexual crientation, age, {flsatﬁi;ty marital
status or medical condition.

1. This provision applles fo work or sepvice performed or materials
- manufactured or assembled in the United States.

2. Mothing in this section shall require or prohibit the establishment of
new classifications of employees in any given craft, work or service
category.

3. CONTRACTOR agrees to post a copy of Paragraph A hereof in
conspicunus places at its place of business available to employees
and applicards for employment.

5. CONTRACTOR will, in all solicifalions or adverfisements for employees
placed by or on behalf of CONTRACTOR, state that all gualified
applicanis will receive considerstion for employment withowt regard fo
their race, religion, ancestry, national origin, sex, sexual orfientation, age,
disability, marial status or medical condition.

C.  As part of the CITY'S supplier registration process, andfor al the request
of the awarding authorily, or the Board of Public Works, Cffice of Coniract
Compliance, CONTRACTOR shall cerify in the gpecified format that he or
she has not disciminated in the perdormance of CITY contracts against
any employee or applicant for employment on the basis or because of
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race, religion, nafional origin, ancesfry, sex, sexudl orentation, age,
disability, riantal status or medical condition.

B. CONTRACTOR shall permit access to and may be required to provide
certified copies of alt of his or her records pertaining to employment and o
employment praclices by the awarding authonty or the Qffice of Condract
Compliance for the purpose of investigation fo ascerisin compliance with
the Equal Employment Practices provisions of CITY contracis. On their or
either of thelr roguest COMTRACTOR shall provide evidence that he or
she has or will comply therevath.

E The fadure of any CORNTRACTOR fo comnply with the Equal Employment
Practices provisions of this Contract may be deemed to be a matenal
breach of CITY confracts. Such failure shall only be established upon a

- finding fo that efedt by the awarding authority, on the basis of s own
investigation or that of the Board of Public Works, Office of Contract
Compliarice. No such finding shall be made or penalties assessed except
upon a full and fair hearng after nofice and an oppartunity 1o be heard has
been given to CONTRACTOR.

F. Upon a finding duly made that CONTRACTOR has failed to comply with
the Equal Employment Practices provisions of a CITY confract, the
coniract may be forthwith canceled, terminated or suspended, in whole or
in part, by the awarding authoiity, and all monies due or to become due
hereunder may be forwarded to and retained by the CHY. In addiion
thereta, such failure to comply may be the basis for a determination by the
awarding authority or the Board of Public Works that the CONTRACTOR
is an irresponsible bidder or proposer pursuant to the provisions of Section
371 of the Charler of the City of Los Angeles. In the event of such a
determination, CONTRACTOR shall be disqualified from being awarded a
contract with the CITY for a2 period of hwo years, or until CONTRACTOR
shall establish and carry out a program in conformance with the provisions
hereof,

. Nolwithstanding any ofher provision of this Condract, the CITY shall have
any and all sther remedies at law or i1 equity for any breach hereof.
H. Irdentionally blank.

L. Nothing contained in this Caﬁtract shall be construed in any manner so as
to require or permit any act which is prohibited by law.

J. Al the thme a supplier registers fo do business with the CITY, or when an
ndividual bid of propozal 5 submitfed, CONTRACTOR shall agree o
adhere to the Equal Employment Practices specified herein during the
performance or conduct of CITY Contracls.
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K. Equal Employment Practices shall, withiout imitation as o the subject or
nature of employment aclivily, be concerned with such employment
praclices as;

1. Hiring practices;

2. Apprenticeships where such approved programs are funclioning,
and other on-the-job training for non-apprenticeable cccupations;

d. Training and promotional opportunities; and
4. Heascnable accommedations for persons with disabifities.

L. Any subepntract endered inin by CONTRACTOR, 1o the exient allowed
hereunder, shall inclhude a ke provision for work to be performed under
ihis Contract. Failure of CONTRACTOR to comply with this requirement
of 1o pbtain the compliance of s subcontractors with all such obligations
shall subject CONTRACTOR fo the imposition of any and all sanciions
allowed by law, including buf not limited fo fermination of the
CONTRACTOR’S Contract with the CITY.

PSC-28. AFFIRMATIVE ACTION PROGRAM

Unless otherwise exempt, this Conbadt is subject to the affrmative aclion program
provisions i Section 10.8.4 of the Los Angeles Administrative Code, as amended from
time to time.

A Durng the performance of a CITY confract, CONTRACTOR certifies and
reprasents that CONTRACTOR and each subcontractor hereunder will
adhere to an affirmative action program fo ensure that in its employment
oractices, persons are employed and employees are ireated equally and
without regard to or because of race, religion, ancestry, naticnal origin,
sex, sexual orientation, age, disability, marital status or medical condifion.

1 This provision applies fo work or services performed or materials
manufaciured or assembled in the United Siales.

2 Nofhing in this section shall require or prohibit the establishment of
new dassifications of employees in any given craft, work or semvice
category.

3 CONTRACTOR shall post & copy of Paragraph A hereof in
conspicuous places at 1ts place of business available fo employees
and applicants for employment. '

B. CONTRACTOR will, in all solicitations or advertisernents for emplayees
placed by or on behalf of CONTRACTOR, sfate that all qualified
applicants will receive consideration for employment without regard fo
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their race, religion, ancestry, nalional orgin, sex, sexual orientation, age,
disabifily, mantal status or medical condition.

C. As part of the GITY'S suppflier regisiration process, andfor at the request
of the awarding authomly or the Office of Conlract Compliance,
CONTRACTOR shall cerfify an an elechonic or hard copy form to he
supplied, that CONTRACTOR has not discrininated in the performance of
CITY contracts against any employee or applicant for employment on the
hasis or because of race, refigion, ancestry, nalional ongin, sex, sexual
ofientation, age, disability, mantal status or medical condition.

B CONTRACTOR shall peonit access to and may be required fo provide
certified copies of all of its records pertaining fo empioyment and to its
employment practices by the awarding authority or the Office of Contract
Compliance, for the purpose of investigation to ascertain compliance with
the Affirrmative Action Program provisions of CITY contracts, and on their
or either of their request fo provide evidence that it has or will comply
therewith.

E The failure of any CONTRACTOR to comply with the Affirmative Action
Program provisions of CITY confracts may ba deemed o be a8 matenal
breach of confract. Such failure shall orily he established upon a finding to
that effect by the awarding authority,on the basis of its own investigaion
or that of the Board of Public Works, Gifice of Contract Compliance. No
such finding shall be muade except upon a full and fair hearing after notice
and an opporiunity to be heard has been given to CONTRACTOR.

F. Upon a finding duly made that CONTRACTOR has breached the
Affirmative Action Program provisions of a CITY contract, the contract may
be forthwith cancelled, terminated or suspended, in whole or in pard, by
the awarding authorily, and all monies due or fo become due hereunder
may be forwarded to and relained by the CITY. In addifion therelo, such
breach may be the basis for a determination by the awarding authority or
the Board of Fublic Works that the said COGNTRACTOR s an
iresponsible bidder or proposer pursuant to the provisions of Section 371
of the Los Angeles City Charter. In the event of such determination, such
CONTRALTOR shall be disqualified from being awarded a coniract with
the CITY for a peniod of two years, or undil he or she shall establish and

- earry out a program in conforrmance with the prowisions hereof.

G In the svent of a finding by the Fair Employment and Housing Commission
of the Siate of Califomnia, or the Board of Fublic Works of ghe Cily of Los
Angeles, or any court of competent urisdiction, that CONTRACTCR has
heen gully of a willul violation of the California Fair Employment and
Housing Act, or the Affirmative Action Program provisions of a CITY
confract, there may be deducted from the amount payable o
CONTRACTOR by the CITY under the contract, a penalty of ten dolflars
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{$10.00} for each person for each calendar day on which such person was
discriminated agamst in violation of the provisions of a CITY confract

H Motwithstanding any other provisions of a CITY contract, the CITY shall
have any and all other remedies at law or in equily for any breach hereof.

L Inentionally blank.

4 Mothing contained in CHY contracts shall be construed in any manner so
as to require or permit any act which is prohibed by law

K. CONTRACTOR shall submit an Affirmative Action Plan which shall mest
the requirements of this chapter at the time it submits its bid or proposal or
at the time it registers o do business with the CITY. The plan shall be
subject to approval by the Dffice of Confract Compliance prior to award of
the confract The awarding authority may also require confractors and
suppliers 1o {ake part n a presegisiration, pre-bid, pre-proposal, of pre-
award conference i order to develop, improve or impiement a qualifying
Afrmative Action Plan. Affirmative Action Programs developed pursuant
to this section shall be effective for a period of twelve months frony the
daie of approval by the Office of Contract Compliance. in case of prior
stibmission of a plan, CONTRACTOR may submil documeniation that it
has an Affirmative Action Plan approved by the Office of Coniract
Complianice within the previous hwelve months. f the approval is 30 days
or less from expiration, CONTRACTOR must submit a new Planto the
Office of Contract Compliance and that Plan must he approved before the
contract s awarded.

1. Every coniract of §5 000 or more which may provide construction,
demolition, renovation, conservation or major manienance of any
kind shall in addition comply with the requirements of Section 10.13
of the Los Angeles Adminisirative Code.

2. CONTRACTOR may establish and adopt as its own Affirmative
Action Plan, by affixing his or her signalure therefo, an Affinmative
Action Plan prepared and fumnished by the Offce of Contract
Compliance, or it may prepare and submit i3 own Plan for
approval.

£ The Oiffice of Conlract Compliance shall annually supply the awarding
authorities of the CITY with a list of contractors and suppliers who have
developed Affirmative Action Programs. For each confracier and supphier
the Office of Contract Compliance shall siate the date the approval
expires. The Office of Contract Compliance shall not withdraw 1ts approval
for ary Affimative Action Plan or change the Afimnative Action Plan alter
the date of confract award for the entire contract term without the mutual
agreement of the awarding autharity and CONTRACTGR.
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I, The Affirmative Action Plan required to be submitted hereunder and the
pre-registration, pre-bid, pre-proposal or pre-award conference which may
be required by the Board of Public Works, (ffice of Contract Compliance
or the awarding authority shall, without Timitation as fo the subject or
nature of employment activity, be concerned with such employment
praclices as:

1. Apprendiceship where approved programs are functioning, and
other an-the-job fraining for non-apprenticeable occupations;

{Classroom preparation for the job when not apprenticeable;
F-r&appresﬁiceship education and preparation;

Upgrading fraining and opporfunities;

SIS

Encowraging the use of confractors, subcontractors and suppliers of
all racial and ethnic groups, provided, however, that any contract
subject to this ordinance shall require the contractar, subcontractor
or supplier to provide nof less than the prevailing wage, working
conditions and prachices generally observed in privale indusinies in
the confractor’s, subcumrac‘éars or supplier's geographical area for
such work;

8 The entry of qualiied women, minority and a8 other journeymen
it the indusiry, and

7. The provision of needed supplies or job condiions to pemmit
persons with disabililies o be employed, and minimize the Impac‘i
of any disabilify.

N Any adjustments which may be made in the conlractor’s or supplier's wark
force to achieve the requirements of the CITY'S Affirmative Action
Contract Compliance Program in purchasing and consfruction shall be
accomplished by either an increase i the size of the work force or
replacement of those employees who leave the work foree by reason of
resignation, retirernent or death and not by termination, layoff, demotion or
change m grade.

0. Affamalive Action Agreements resufting from the proposed Affirmatve
Action Plan or the presegisiration, pre-bid, pre-proposal or pre-award
conferences shall not be confidential and may be publicized by the
contractor at his or her discrelion. Approved Affimalive Action
Agreements become the properly of the CITY and may be used at the
discretion of the CITY n #s Coniraci Compliance Af rmatwe Aclion
Program.

F. Intendionally blank.
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Q1. All condractors subject fo the provisions of this secfion shall include a like
provision in all subcontracts awarded for work to be performed under the
confract with the CITY and shall impose the same obligations, induding
but not fimited {o filing and reperting obligations, on the subconfractors as
are applicable to the confeclor. Fallure of the contractor fo compily with
this requirement or {o obtain the compliance of its subcontractors with afl
such ebligations shall subject the eontractor fo the imposition of any and
all sanctions allowed by law, including but not limited to termination of the
contracior's contract with the CITY.

PSC-30. CHILD SUPPORT ASSIGNMENT ORDERS

This Caniract is subject o the Child Support Assignment Orders {hdinance, Section
16.16 of the Los Angeles Adminisirative Gode, as amended from time to ime. Pursyant
fo the Child Support Assignment Grders Ordinance, CONTRACTOR will fully comply
with a2l applicable Slate and Federal employment reporting reguiremnents for
CONTRACTOR’'S employees. CONTRACTOR shall also certify {1) that the Principal
Owrer{s) of CONTRACTOR are 1 compliance with any Wage and Eamings
Assignment Orders and Notices of Assignment applicable fo them personally; (2) that
CONTRACTOR will fully comply with alt lawfully served Wage and Eamings
Assignment Orders and Notices of Assignment in accordance with Section 5230, ef seq.
of the Califonia Family Code; and {3}ihat CONTRACTOR will maintsin such
compliance throughout the term of this Contract. :

Pursuant to Section 10.10{b) of the Los Angeles Administrative Code, the fadure of
CONTRACTOR to comply with all applicable reporiing requirements or to implement
lawfully served Wage and Eamings Assignment Crders or Notices of Assignment, or the
failure of any Principal Owner{s} of CONTRACTOR fo comply with any Wage and
Earnings Assignment Orders or Notices of Assignment applicable to them personally,
shall consfitute a defaull by the CONTRACTOR under this Contract, subjecting this
Centract to termination if such default shall continue for more than ninely {(90) days after
rstice of such defzult fo CONTRACTOR by the CHY.

Any subcontract entered into by CONTRALTOR, fo the extent allowed hereunder, shall
include a like provision for work o be performed under this Contract.  Failure of
CONTRACTOR to oblain compliance of #s subcontractors shall constitute a default by
CONTRACTOR under this Confract, subjecting this Contract fo termination where such
default shall continue for more than ninety {90) days after nofice of such default fo
CONTRACTOR by the CITY.

CONTRACTOR cerfifies that, to the best of ifs knowledge, it 1s fully complyving with the
Famings Assigmment Orders of all employees, and is providing the names of all new
empioyees o the New Hire Regisliy maintained by the Employment Development
Depariment as set forth in Section 7110(b} of the Califorrsa Public Contract Code.

STANDARD BROVISIONS
FOR CITY CONTRALCTS {Rev. 3105k 15
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PEC-31. LIVING WAGE ORDINANGE AND SERVICE CONTRACTOR WORKER
RETENTION ORDINANCE

A Unless otherwise exempt, this Contract is subject to the applicable
provisions of the Living Wage Ordinance {LWOQ, Section 10.37 ef seqg. of
the Los Angeles Administrafive Code, as amended from ime o fime, and
the Service Contractor Worker Reteption Ordinance {(SCWRO), Section
10.36 ot seq., of the Los Angeles Administrative Code, as amended fram
time to time. These Ordinances reguire the following:

1. CONTRACTOR assures payment of @ minimum iniial wage rate fo
employees as defined in the LWO and as may be adjusied each
July 1 and provision of campensafed and uncompensated days off
and health benefils, as defined inthe LWO.

2. CONTRACTOR further pledges that it will comply with federal law
proscpabing retafiation for union organizing and will not retaliate for
activiies related fo the EW(0. CONTRACTOR shal] require each of
fis subcontractors within the meaning of the LWO 1o pledge fo
comply with the terms of federal law proscrbing retaliation for union
arganizing.  CONTRALTOR shall deliver the execufed pledges
from each such subconiractor io the CITY within ninely (80} days of
the execuion of the subcontract. CONTRACTOR'S delvery of

execuied pledges from each such subconfracior shall fully
discharge the obligation of CONTRACTOR with respect to such
pledges and fully discharge the obligation of CONTRACTOR to
comply with the provision in the LWO contained in Sechion
10.37 6(c} conceming compliance with such federal law.

3 CONTRACTOR, whether an employer, as defined in the EWO, or
any other person employing individuals, shall not discharge, reduce
in compensation, or otherwise discriminale against any employee
for complaining to fhe CITY with reqgard io the employers
compliance of anticipated compliance with the LWQ, for opposing
any praclice proscribed by the LWO, for participating in
procesdings related to the LWO, for seeking fo enforce his or her
rights under the LWO by any lawiul means, or otherwise asseriing
righls under the LW0O. CONTRACTOR shall post the Naofice of
Prohibition Against Retaliation provided by the CITY.

4, Any subcontract eptered infe by CONTRACTOR relating to this
Caniract, fo the exient allowed hereunder, shall be subject (@ the
provisions of PSC-31 and shall incorporate the provisions of the
WG and the SCWRO.

STANDARD PROWISIONS
FOR CITY CONTRACTS {(Rev, 309} 15
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5 CONTRACTOR shall comply with all rules, regulations and policies
promuigated by the CITY'S Designated Administralive Agency
which may be amended from ime fo time.

B. Under the prosssions of Seclions 10.36.3{c) and 10.37 .6(c} of the Los
Angeles Administrative Code, the CITY shall have the authorily, under
appropriate circumstances, fo femminate this Contract and otherwise
pursue legat remedies that may be available i the CITY defermines that
the subject CONTRACTOR has violated provisions of either the LWQO or
the SCWRO, or both.

C. Where under the EWO Sedion 10.37.68(d), the CITY'S Designated
Administrative Agency has determined {a) that CONTRACTOR is in
violation of the LWO in having failed fo pay some or all of the living wage,
and {b} that such violation has gone uncured, the CITY in such
circumstances may mmpound monies otherwise dug CONTRACTOR in
accordance with the Tollowing procedures.  Impoundment shall mean that
from monies due CONTRACTOR, CHY may deduct the amount
deterrained 1o be due and owing by CONTRACTOR fo s employees.
Such mones shall be placed n the holding account refarred fo in LWO:
Section 10.37.6{d)}{3} and disposed of under procedures described therein
thiough final and binding arbifration.  Whether CONTRACTOR s fo
continue work  following an impousdment shall remain v the sole
discretion of the CITY. CONTRACTOR may not elect to discontinue work
either because there has been an impoundmert or because of the
uitimate disposition of the impoundment by the arbiiralor.

D. CONTRACTOR shafl inform employees making less than Twelve Dollars
{312 00} per hour of their possible Aght to the federal Eamed Income
Credit (EIC). CONTRACTOR shall also make available to employees the:
forms informing them about the EXC and forms required to secure advance
EIC payments from CONTRACTGR.

PSC-32. AMERICANS WITH DISABHLITIES ACT

CONTRACTOR hereby cerlifies that it will comply with the Americans with Disabilifies
Act 42 U.S.C. §§ 12101 ef seq., and i{s implementing regulations. CONTRACTOR will
provide reasonable accommodations o alfow qualified individuals with disabiliies o
have aceess o and to participate in #s programs, services and activities in accordance
with the provigions of the Americans with Disabilities Act CONTRACTOR will not
discriminate against persons with disabilites nor against persons due o their
relationship fo or association with a person with a disabdity. Any subcontract entered
into by CONTRACTOR, relating to this Caontract, to the extent allowed hereunder, shall
be subject fo the provisions of this paragraph.

STANDARD PROVISIONS
FOR CITY CONTRACTS {Rev. 3/M9] : t
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PSC-33. CONTRACTOR RESPONSIBILITY OEDINANCE

Uniess otherwise exempt, this Contract is subject to the provisions of the Confractor
Responsibility Ordinance, Section 10.40 ef seq., of the Las Angeles Administrative
Code, as amended from time fo time, which requires CONTRACTOR fo update its
responses to the responsibility questionnaire within thily calendar days after any
change fo the responses previously provided ¥ such change would affect
CONTRACTOR'S hitness and ability to continue performing this Confract

In accordance with the provisions af the Contracior Responsibility Crdinance, by signing
this Contract, CONTRACTOR 'pledges, under penalty of perjury, to comply with ali
appiicable federal, state any local laws in the perdonmance of this Contract, including but
nat bmited o, laws regarding healihr and safely, labor and employment, wages and
hours, and hcensing laws which affect employess. CONTRACTOR further agrees o
{1} notify the CITY within thirty calendar days after receiving notification that any
government agency has iniiated an invesfigation which may result in a finding that
CONTRACTOR is not in compliance with all applicable federal, stale and local laws in
performance of this Contract; {2} nofify the CITY within thitly calendar days of all
findings by a govemment agency or court of competent jurisdiction that CONTRACTOR
has violated the provisions of Section 10.40.3{a) of the Confractor Responsibility
Ordinance; (3} unless exempt, ensure that iis subconiractor{s), as defined in the
Confractor Responsibility Ordinance, submit a Pledge of Compliance fo the CITY; and
(4yunless exempl, ensure that #s subcontraclor(s), as defined In the Condractor
Responsibility Ordinance, comply with the requirements of the Pledge of Compliance
and the requirement to notify the CITY within thirty calendar days after any government
agency orf court of competent jurisdiction has initiated an investigation or has found that
the subconfractor has violated Section 10.40.3(z) of the Confractor Responsibility
Ordinarice in performance of the suboonfract

PSC-34. MINORITY, WOMEN, AND OTHER BUSINESS ENTERPRISE OUTREACH
PROGRAM

CONTRACTOR agrees and obligates Tiself to ulilize the sepvices of Minority, Women
and Other Business Entemprise firms on a level so designated in ifs proposal, if any.
CONTRACTOR cerlifies that it has complied with Mayoral Directive 2001-28 regarding
the Oufreach Program for Persoral Services Contracts Grealer than $100.000, i
applicable. CONTRACTOR shall not change any of these designated subcontractors,
nor shall CONTRACTOR reduce their level of effort, without prior written approval of the
CITY, provided that such approval shall not be unreasonably withheld.

PSC-35. EQUAL BENEFITS ORDINANCE

Unless othenwise exempt, this Confract is subject 1o the provisions of the Equal Benefite
Ondinance (EBO), Seclion 10821 of the Los Angeles Adminisirative Code, as
amended from time to ime.

STANDARD PROVISIONS
FOR CHY CORTRACTS (Hev. 309 18
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A Buring the performance of the Confract, CONTRACTOR ceriffies and
represents that CONTRACTOR will comply with the EBO.

8. The failure of CONTRACTOR fo comply with the EBO will be deemed to
be a material breach of this Contract by the CITY.

C. if CONTRACTOR fails to comply with the EBO the CITY may cancel,
terminate or suspend this Confract, in whole or in part, and all monies dus
or to become due under this Confract may be retained by the CITY. The
CITY may also pursue any and sl other remedies at law or in equily For
any breach.

(3R Failure o comply with the EBO may be used as eovidence against
CONTRACTOR n aclions isken pursuant to the provisions of Los Angeles
Administrative Code Sechion 10.40 ef seq., Contractor Responsibility
Crdinance.

E. If the CHY'S Designated Adminiskrafive Agency determines that a
CONTRACTOR has set up or used s contraching entity for the purpose of
evading the intent of the EBO, the CHY may teminate the Contact
Violation of this provision may be wsed as evidence against
CONTRACTOR in actions taken pursuant to the provisions of Los Angeles
Administrative Code Seclion 1040 ef seg, Coniractor Responsibility
Ordinance.

CONTRACTOR =half post the following staterment in conspicuous places at ils place of
business available to employees and applicands for employment:

*During the performarce of a Condract with the City of Los Angeles,
the Coniractor wifl provide equal bencfits to iz employees vaith
spouses and its emplovees with domestic pariners. Additional
information about the City of lLos Angeles’ Equal Benefits
Ordinance may be oblained from the Depariment of Public Works,
Office of Contract Compliance at (213) 84719227

PSC 36, SLAVERY BISCLOSURE OFDINANCE

Undess ofherwise exempt, this Contract is subject to the Shavery Disclosure Ordinance,
Section 1041 of the Los Angeles Administrative Code, as amended from fme to time.
CONTRACTOR cerlifies that & has complied with the applicable provisions of the
Slavery Discosure Ordinance. Failure fo fully and accurately complete the affidavit may
result in termination of this Condract '

STANDARD PROVISIONS
FOR CITY CONTRACTS {Rev. 3/09) 9
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EXHIBIT 1
INSURANCE CONTRACTUAL REQUIREMENTS

CONTACT For addifional indormation about complisnce with City lnsurance snd Bond
requirements, contact the Office of the Oty Administrative Officer, Risk Management st (213}
I7R-RISK {7475) or go online at www.lacity orgfesolisk. The City approved Bond Assistance
Program is available for those condractors who are unable io obiain the Cityrequired
performance bonds. A Cily approved insurance program may be avallable as a low cost
alternative for contractors who are unable fo obtain City-required insurance.,

CONTRACTUAL REQIHREMEKTS
COMTRACTOR AGHEES THAT:

1. Additionsl Insuredfloss Payes, The CITY must be inchided as an Additionad
tisured in applicable liability policies to cover the CITY'S liabifity arsing oud of the acls or
omissions of the named insured. The CITY is to be named as an Addifional Named Insured and
a Loss Payee As lis Interesis May Appear in properly insurance in which the CITY bhas an
iderest, e.g., a5 a lien holder.

2. HNotice of Cancellation. Al required Insurance will be maintained i1 fudi force for the
duration of its business with the CITY. By ordinance, afl required insurance must provide at
least thirty (30} days™ prior writien notice (ten (1) day= for non-paynsent of premium) directly to
the CITY if vour insurance company efects to cancel or matenially reducs coverage or limits prior
to the policy expiration date, for any reason excapt impatrment of an aggregate limit due fo pror
claims.

3. Pomary Coverage. CONTRACTOR will provide coverage that is pomary with
respect to any insurance or self-insurance of the CITY. The CITY'S program shall be excess of
this insurance and non-contributing.

4. Rodification of Coverage. The GITY reserves the nght at any fime during the ferm
of this Conact {o change the amounis and fypes of msurance required hereunder by ghing
CONTRACTOR ninety (80} days’ advance written notice of such change. ¥ such change should
resulf in substantial additionst cost to CONTRACTOR, the CITY agress to negotiate additional
compensation proportional to the increased benefit to the CITY.

5. Failure to Procure Imsurance. Al required insurance musi be submitied and
approved by the Office of the City Administrative Officer, Risk Management pror fo the
inception of any operations by COMTRACTOR.

CONTRACTOR'S failure to procure of maintain required insurance or a selff-insiranes program
during the antire term of this Contract shall constitute a material hreach of fhis Dontract under
which the CITY may immediately suspend or ferminate this Contract or, af #is discrefion, procure
or rensw such insurance o prolect the CITY'S inferests and pay any and all premiums in
connection therewith and recover afl monies so paid from CONTRAGTOR.

6. Workers® Compensation. By signing this Contract, CONMTRACTOR heraby certifics
that i is aware of the provisions of Secfion 3780 st seq., of the Califomia Labor Gads which
* require every employer to be insured against iahility for Workers' Gompensation or fo undertake

STANDARD PROVISIONS
FOR CITY CONTRACTS (Rev. 3108} 20
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Form Gen. 133 (Rev. 3400}

self-insurance it accordance with the provisions of that Code, and that it will comply with such
provisions 2t all ime during the performance of the work pursuant 1o this Confract,

7. Cafifornia Licenses. All insarance must be provided by an insurer admitfed io do
husiness in Califomia or written through a Cafiformia-icensed surplus lines broker or through an
insurer otherwise acceptable fo the CITY. MNor-admilisd coverage must contain a Service of
Suit clause in which the underwrters agres o submit a5 necessary to ibe jurisdiction of a
Califomnia court in the event of a coverage dispute. Service of process for this purpose must be
afowad upon an agent in California designated by the insurer or upon the California surance
Commissioner,

8. Aggregate Limitsfimpairment. f any of the mequired insurance coverages corfuin
amnual aggregate Brits, CONTRACTOR must give the GITY wrilten notice of any pending
clabm or lawswt which will materially dimmnish the aggregate within thirty {3) days of knowledge
of same. You must take approprsfe sieps fo restore the impaired aggregates or provide
replacement insurance protection within thirty {30) days of knowledge of same. The CITY has
the option o speciy the minimum accepiable aggregate limit for each line of coverage required.
Mo substantial reductions i seope of coverage which may affect the CITY'S protection are
afiowad without the CITY™S prior writien consent.

3. Commencement of Work. TFor purposes of insurance coverage only, this Confract
will be deemed to have heen sxeculfed immediately uporn any party hereto taking any steps that
can be considered {o be in furtherance of or towards performance of this Confract.  The
requirements in this Seclion supersede all other sections and provisions of this Confract,
including, but not imited to, PS04, fo the extent that any ofher section or provision conflicts
with or impalrs the provisicns of this Sechion. '

STANDARD PROVISIONS
FOR CITY CONTRACTS (Rev. 3/0%) 21
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Exhibit 1 {Continued)
Required Insurance and Minimuam Limits
Namne: Date:
Agreement/Beferemcs: i
Evidence of coversges checked below, with the specified mininwim limrits, mnst be submitied and approved prior to
sccupancy/siart of operations. Amount shows are Combined Single Limite (“CSLs™). For Awtomobile Tiability, split
Hmits may be substitwted for 3 CSL. if the tofal per occurrence equals or excesds the CSL anrenst.
Limite
___ Warkers' Compensition .. Workers” Comperssion {WC} and Employer™s Linbility (EL) WG Sighuory
EL
71 Waiver of Subwogation i favor of Cify [ 1.omgchore & Harhor Woskers
£ Jones fct
____ General Liahility
1 ProductsCompleted Operations - 3 Sexnal Misconduct
11 Fire Legal Linbitity
[
___Awtomebile Liahility (for zny and alf vehicles nted for s Cozract, ofher then commeuling to/ffon work)
___ Professionaf Liahility (Erom snd Omissionsy
____ Property Insnvance (fo cover replacement cost of budiding — g determined by Imaurmnce conIpAny) :
11 a1 Risk Coverage 1 Boiler and Machinery
El Fieed 3 Builder’s Risk
[ Farthquake O
___ PoHoetien Linbdlity
O
____ Surety Bunds — Pecformance and Payment (Labor and Kuterinte) Bonds 100 % of Confract Price
___ Crime Invurasse :
Orihers
STANDARE PROVISIONS :
FOR CITY CONTRACTS [Rev. 349} 2 _ i
|
i
E
|
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Appendix B
Statement of Work

CSC will provide Software as a Service (SAAS) E-mail and Collaboration Solution (SECS) using
Google Products to the City of Los Angeles. The services to be provided are shown in the
following table and in the text below.

Installation and Setup

This is the set of work activities requlired to transition the agency and users’ current environment
and data to Google Apps Premier Edition and the on-going operations of Google Apps as
software service {SaaS),including any optional Archive services purchased.

B.1 Initial Impfementation for the City of LA

A standard implementation schedule contains eight essential phases that reflect our work plan.

e Project Kick-off and Initiation

During this phase Team CSC will coordinate with the customer to hold a project kick-off
meeting. Team CSC will mobilize the installation team, introduce them to the City and
review the proposed project plan with the key stakeholders. Team CSC expects the
customer to support and facilitate all phases.

s Discovery

During this phase Team CSC will perform a detailed due diligence of the existing e-mail and
collaboration environment. Team CSC will review and document the domain strategy and
will work with the customer to create an end-user communication strategy for the new
enhanced features available within our solutions. Team CSC will revise the detailed project
plan for the implementation based upon the due difigence results.

o Training

During this phase Team CSC will prepare training materials for the customer's
administrators, and individuals selected by the customer as end-user Trainers. Team CSC
will conduct several train-the-trainer sessions for these individuals and provide collateral
training material. Additional and detaited levei of help information is available online for the
Google applications provided.

For training both for administrator and train-the-trainers the following table shows the
number and hour of classes for each type of training.
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tails

rg

| In-Person Trainers Max 15 Trainers per u; 100 Trainers; 8
Training for Sessions Total
Trainers
Upto8
Sessions
1 Day, 8 hours (email and calendar only) included
Classroom style, all trainers would need
computers during training sessions.
B | Turn Trainers End Max 15 Trainers per Group; 100 Trainers; 8
into Google Users Sessions Total , :
Champions : Upte 8
, Sessions
inciuded
1 Day, 8 hours (email and calendar) {extra
day, after train-rainers sessions})
Classroom style, focus on other soft
techniques, availability, other Google-related
background info. T-Shirts and other
giveaways. Communication planning for
day-of.
G | In-Person System Maximum 8-12 admins per session
Training for Admins
Admins 2 Days, 16 hours (Introduction to Google
Apps for Administrators, Help Desk Issues
and Support, Google Apps Administrator
Functions, Reference and Resource
Material/Tools Overview) 1 Session
D | In-Person Helpdesk | Maximum 15
Training for .
Helpdesk Staff support techs per session
1 Day, 8 hours (Introduction to.Google Apps
for Administrators, Help Desk Issues and
Support)
3 Sessions

» Migration and Build Out

During this phase Team CSC wilt install and configure the tools necessary for interacting
with the cloud solution including the Multi-Domain-Manager, the Single-Sign-On-Password-

LA SECS Contract Documents — FINAL DRAFT Page 29
City_SECS Coniract — Appendices — FINAL DRAFT




.dgust XX, 2009

Synch, the LDAP-Synch, and the User-Provisioning-Management tools. If the customer
chooses to migraie historical data, then Team CSC will migrate e-mail and archives via a
tape transfer (for speed and efficiency) and will install and configure Calendar and Contact
Migration tools. Team CSC will provision user accounts for Google Apps and start the e-

Discovery and archiving solution.

o Test

During this phase Team CSC will perform Unit Testing of all the tool configurations. Team
CSC will perform system festing of all migration activities and functional areas. Team CSC
will perform User Acceptance Testing to ensure that the solution is ready for the Pilot phase.
Team CSC will document and address any discrepancies identified.

e Pilot

During this phase Team CSC will work with the customer to prepare a small group of
knowledgeable users to Pilot accepiance of the new solutions. Team CSC recommends the
customer identify staffers on single mail server and domain to constitute the Pilot. Once the
Pilot group is active for 2 to 3 days, Team CSC will ask the designated users to complete
the User Acceptance Check List. Upon successful completion and resolution of user
acceptance, Team CSC will then move the pilot group to production {(full-subscription
status).

s User Cutover/Migration

During this phase Team CSC wili migrate users by e-mail server or cut users over by
domain to the new services. Team CSC will coordinate the migration with the training
schedule to help optimize the availability of customer trainers fo the specified user
community.

e Setup and Install Close Out

During this phase Team CSC will close down the Setup and Install project and transition into
ongoing operations and support.

B.2 Follow-on Services

“For catalog users Installation services described in B.1 above are available to catalog users as
either Time and Materials (T&M) or Firm Fixed Price (FFP). Additional services such as
consulting, system integration, or other technical SaaS support are available as requested
under FFP or T&M. T&M rates are provided in Appendix H.

B.3 SaaS Services

Team CSC will provide sustaining support to the Google Apps Premier Edition (GAPE)
operations. CSC will manage billing, and seek to resolve any issues that arise.

Team CSC will pravide all of the following capabilities via Google Apps Premier Edition during
* implementation or by the “Date to be Included” date. Follow-on services are available to other
Public Agencies on a T&M basis.
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. Basm ‘e mail functionality, including but not limited
01 |E-malil to send, receive, formal, and attachment Yes
o Ability to create user defined e-mail groups or
02 |E-mail personal folders based on search criteria ves
03 |E-mail Ability to define rules for e-mail handling Yes
04 {E-mail ' Ability to add both personal signatures and notes Yes
05 |E-mail Ablllnty o push contact lists and web links to mobile Yes
devices ,
06 |E-mail Ability to retain e-mail (List per-user limit, if any) Yes
. Ability to copy, move, and store information to
07 |E-mail deskiop or local storage ves
08 |E-mail Ability to print stored information locally Yes
09 |E-mail i\br:gylfl to scan or fax from muitifunction devices to Yes
o Work with City staff to establish remote printing to a
10 {E-mail City facility Yes
11 |E-mail Ability to send, assign and delegate iasks Yes 12-09
12 |E-mail Ability to utilize e-mail system remotely Yes
Ability to delegate e-mail functionality to another
. -istaff member (i.e., proxy assignments, including :
13 |E-mai mail/phone, appeintments, reminder notes, tasks, Yes 08-09
etc.)
Ability to define proxy access limitations (e.g.,
14 {E-mail Read/Write; Subscribe o Alarms and Yes 08-09
Appointments, Modify Options, Rules, and Folders)
15 |E-mail Retract and/or retrieve within Cl’ty e- malf system Yes | 06-09
S e [ CONTACT MANAGEMENT. - oo IR N h e
Basic contact management functnonallty, mc!udmg .
01 |Contact Mgmt but not iimited to last name, first name, middle Yes

initial, department, title, business address, contact
log, notes, eic.

Ability to synchronize contact information with _ i
02 {Contact Mgmt deskiop applications Yes 12-09
Ability to synchronize contact information with
03 Contact Mgmt industry standard mobile devices Yes
04 |Contact Mgmt |Ability to share contact lists Yes

" |CALENDAR
Basic calendaring unctlonahty, mcludlng but not

01 |Calendar limited to appointment, event, and sharing ves
Ability to view muitiple calendars at the same time
02 |Calendar {both personal and global) ves
Ability to schedule resources, including but not
03 |Calendar limited to facilities, conference rooms, and ves
LA SECS Coniract Bocuments — FINAL DRAFT Page 31
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equipment
_ Ability to manage resources by proxy (e.g. delegate
04 |Calendar calendar management, set "view-onty" or "edit" Yes
‘ rights, etc.) 1o another staff member
Ability to print calendars locally in standard formats
05 |Calendar (such as daily, weekly, monthly, Franklin format, Yes
' eic.)
Ability to view/schedule from "free-busy”
06 |Calendar i formation y Yes
07 |Calendar Ability to view or hide appomtment detalls Yes
S | hers i [E-DISCOVERY - i ; FEE KR
01 |e-Discovery Ability to search based on the fo!lowmg crl’{ena
e-Discovery Content Yes
e-Discovery Sender and/or recipient Yes
e-Discovery Date range Yes
e-Discovery Metadata Yes
02 |e-Discovery Ability to siore search resulis with any metadata Yes
. Ability to add and delete from search resulis to
03 |e-Discovery crea’[)é an e-Discovery set ves
. o+ |ARCHIVE AND BACKUP. - :
Ability to store and retrieve alt [zve e- mali data for a
Archive minimum of_ j80 days: 90 d_ays available to the user
01 and Bkup and 90 additional days available to System Yes
Administraiors before data is automatically
processed for long-term archive
Ability to archive data based on content, sender,
02 Archive recipient, and/or other metadata with different Yes
and Bkup archival periods per City policy or legal
requirements
. Ability to retrieve or e-Discover archived data based
Archive Ay
.03 and Bkup on content, lsenqer, recipient, and/o.r other Yes
metadata with different archival periods
Archive Abilit_y to view anq perform all nqrma! e-mail
04 and Bkup functions on archive by an e-maif administrator Yes
. without having to restore
Archive Ability to restore archived e-mail data to "live"
05 Yes
and Bkup status
e iy |{COLLABORATION R
. Ability to share data and ﬂles store wr[hm the
01 |Collabaration solution Yes
Ability to have multiple staff members work on
02 |Collaboration |common files at the same time from different or Yes
separate City work locations
Ability to collaborate with staff members that are
03 |Collaboration {telecommuting or otherwise away from a City Yes
facility
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. Availability of a Wiki-type solution for collaboration
04 |Collaboration that allowg changes tg%e tracked by user Yes
05 |Collaboration Qﬁl:;[)y to main’gain version conirol (i.e., who, when, Yes
kel ~.|SOLUTION ADMINISTRATION . w7 v v v
01 | Administration |Ability, from the Administrative console, to:
Fully manage all City accounts within the City
network, including but not limited to addition, Yes
deletion, manipulation and suspension
Fully manage SaasS identity and user accounis Yes
Control SPAM or provide anti-spam Yes
Control virus or provide anti-virus {including Yes
spyware)
Apply content filter Yes
Ability to apply policies in managing solutions Yes
Review restricted e-mail Yes
View all calendars and appoiniments Yes
Print historical, statistical and usage reports locally| Yes
Prioritize e-mail accounts Yes
Manage attachment size Yes
Setup mail routing Yes
Manage muitiple separate Global Address Lists Y
(GALs) es
Use "Whitelist", "Blackhst" and aliases - Yes
Ability to manage optional solution as cited in
Section i.B below
- . Ability to use all domain names utilized within City
02 |Administration as e—?naii extensions Yes
Ability to synchronize e-mail identities with identities
03 [Administration (that are managed in our internal authentication Yes
direciory '
Ability to control Blackberry, Treo, iPhone and other
. \ such mobile/smart devices, including the ability to _
04 | Administration synchronize calendar, coniacts, andge-mail (et.{g., Yes 12-09
Blackberry Enterprise Server, eic.)
Ability to integrate with internal applications using
05 |Administration |e-mail, specifically using SMTP, IMAP, SOAP, Yes
) POP3, etc.
06 |Administration |Ability to manage DNS Yes
Ability to migrate Historical or user Archives from :
07 |Administration |the current proprietary format to proposed solution Yes
after implementation
.. . Extent to which administration can be implemented
08 | Administration in a distributed manner to dlfferent depar?ments Yes
i i I DISASTER RECOVERY ARET P | e T A s
01 [Disaster Service restoration within 4 hours of service Yes
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Recovery interruption

02 Disaster Annual testing of DR plan Yes
Recovery
Disaster Mitigation of deliberate destruction of backup data

03 : Yes
Recovery and/or equipment

04 Disaster Written business continuity plan Yes
Recovery :
Disaster Predefined identification of roles and

05 o : Yes
Recovery responsibilities
Disaster Identify qualifications for initiating and ceasing

06 e " L Yes
Recovery Disaster" condition

Note: Terms of the Google services agreement apply, see Appendix J.

SECS RFP Optional Solutions

) Messaglng

Ofﬁce .

inét'ant '

Productivity

Productlwty Sl
Video
Qqnferenciqg

Video

Conferencing

$ SpreadsheetsL capablllty SRIRER

' Presentatlon too! capablhty

Abll:tyt Vldeo‘Conf

| Ability to fead; open, edit; and dISPIaY Yes

standard Office product formats -

Ability to Video Conference One- to One
mternaily

| Ability to Video Conference from Multiple:

office productlwty tools

Ab:ll’[y to provide Real-fime on- -screen
notation during Video Conference

Abt[aty to ut;llze saved \ndeo f:les wzthm -

Yes

Yes

Yes. '

Yes
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Conferericing
Video
{ Gonferencing

Explore windo
16 |Virtual Drives | Ability {o search (e-Discovery) virtual Yes 06-09
drive files

17 Virtual Drives Ability to‘utilize local and Saas ofﬂce e Yes | fO 6 09_ |-
e | productivity tools SRR S
18 |Virtual Drives Avaatab:!fty of List serve capabllmes Yes | ‘05 09

19 7| Virttial Drives =" | Ability fo track Virtual Drives™ "0 | Yes.: 7 [06500 .7t . o
20 Commumcatlon Ability 1o translate eiectromc | Yes 06-09
communication

21| Communication | Ability 16 use "TTY".communication - |+ No+" |- . [ v

Note: Terms of the Google services agreement apply, see Appendix J.
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Minimum and Optional Requirement Notes:

13 e-mail | Ability to delegate appointments and reminders is available |Page 9-1

today

Ability to delegate mail and contacts will be available by 08-
09

Delegation of notes is not applicable

Delegation of tasks will be available by 12-09

Team CSC will also provide the additional solution of
Private Video sharing — a private “YouTube” that only City
of LA users can access '

B4 Solutions Listing

The Solution shall include, at a minimum, the following applications:

1.

2.

3.

Gmail,

Google Calendar,

Google Talk,

Google Docs,

Google Sites,

Google Video,

Google Message Security, and

Google Message Discovery
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Appendix C
Deliverable Definition
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Document

'Ctoud Iﬂter{ace tool that will Synchronize changes.  .:

- expecied results for AGt
| Web site that mcludes targeted
Tramlng Class materlai and onll _' ‘

. Jgust XX, 2009

_ . LA SECS Contract
Appendix C — Deliverable Definition

includes detalls of the domam strategy, LDAP schema |
Cloud Interface tools ;and‘concept of operations.

Cloud !nterface tooi that will provide a single unified,
interface for managing all the different domains of the
City.

Acceptance criteria for the plans are:

Plans will be the necessary level of detail to support coordination management of a
successful SaaS implementation.

Once an acceptance test plan is delivered the City has iwo business days io review the plan
and provide written comments to CSC. Upon receipt of comments, CSC has two business
days to address the City comments. Upon update and delivery of the plan addressing the
City comments, the document is considered accepted. If comments are not received from
the City within the two business day period, the plan will be considered accepted.

* Note: Indicates a Contractor Tool as defined in the Contract paragraph 12.10.

Overall acceptance of the SaaS solution will be governed as follows:

The City will accept the solution by performing User Acceptance Testing during the Pilot phase.
User Acceptance will occur in two paris in accordance with the agreed acceptance criteria: part |
of User Acceptance for the System Administrators is documented in Exhibit 1, and part |l of
User Acceptance for the End Users is documented in Exhibit 2.
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Upon completion of Acceptance Testing, CSC will present the City with a Deliverable
Acceptance Letter to be counter-signed. The City shall have five (5) business days to execute
the Acceptance Letter, or respond in writing with a listing of deficiencies to be corrected before
Acceptance can occur {in which event, CSC shall have five (5) business days to make any
required corrections). If a written response is not received from the City within this five (5)
business day period, User Acceptance will be deemed to have occurred, and CSC shall
proceed with the commencement of subscription services.

Upon acceptance, CSC will begin migration of City employees to the new SECS solution and
users will be live per the implementation Plan, depending on the scenario chosen by the City.

b) {Verified the creation of user defined e-
mail groups or personal folders based
on search criteria

d) Verified a'd‘d'ung ‘personai sngnaiures and |

Ver!fred retammg e- mas
9) | Verified copying;; movmg, and stormg
» " information 10 desktop ot local storage
h) |Verified printing stored information
o Iocaliy

AT ultn“unct;on devrcés 10 &= ma
) Verified remote | prm’nng to a Clty fac;lrty

1| delegating tasks N
1) |Verified using e- ma;l system remote!y
m)-| Verified defining '
" limitations if any: ol
n) |Verified defining proxy access
limitations for Read/Write; Verified
Subscribing to Alarms and
Appointments, Verified Modifying
B Optrons Rules, and Folders
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Verified sharlng contact lists

Exhibit 1. Administrator UAT Checklist. City administrators will participate in UAT to ensure
the system meets the City’s requirements

' Verif[ed coilaboratmg with staff

| otherwise away from'a City facility .

“1Verified mamtammg versiori éontrol (
%" |l who;‘what, when)"

Wlthln the soluhon _
Verified having multiple staff members
work on common files at the same time
from different or separate City work
locations

members that are telecommu’an or

Verified Wiki-type solution for
collaboration that allows changes 1o be
tracked by user

Exhibit 2. End User UAT Checkilst Clty end users will participate in UAT to help ensure easy

of operation and requirements are met.
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Appendix D
Project Schedule and Plan
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Appendix D
Project Schedule and Plan

D Work Plan by Task
CSCTeam has provided the required detailed project schedule for the two implementation
scenarios: '

1. 17,000* users, and
2. 30,000* users

Note(*) — Numbers are approximates and representative, refer to Appendix E.

In both cases there is an option to migrate email-archives to the Google/Positini eDiscovery tool
via the Renew data service (this is sometimes referred to as “ruck’). The City will need to
provide a central location that contains the email-archive on portable tape media and made
available to Team CSC. The conversion process will take up to four months following the

transfer of the data.

D.1 Project Kick-Off and Initiation

During this phase Team CSC will coordinate with the City to hold a project kick-off meeting.
Team CSC will mobilize the installation team, introduce them to the City and review the
proposed project plan with the key stakeholders. Team CSC expects the City to support and
facilitate this phase.

D2 Discovery

During this phase Team CSC will perform a detailed due diligence of the existing e-mail and
collaboration environment. Team CSC will review and document the domain strategy and will
work with the City to create an end-user communication strategy for the new enhanced features
available within our solutions. Team CSC will revise the detailed project plan for the
implementation based upon the due diligence results. Team CSC expects the City to support

and facilitate this phase.
D.3 Training

During this phase Team CSC will prepare fraining materials for the City’s Administrators, and
up to 100 individuals selected by the City as end-user Trainers. Team CSC will conduct up o
eight train-the-trainer sessions for these individuals and provide collateral training material.
Additionally, Team CSC will create a City of Los Angeles ITA branded web-site on Google Sites
for online solution-specific help. Additional and detailed level of help information is available
online for the Google applications provided. Team CSC expects the City to support and
facilitate this phase.

D.4 Migration Build Out

During this phase Team CSC will install and configure the tools necessary for interacting with
the cloud solution including the Multi-Domain-Manager, the Single-Sign-On-Password-Synch,
the LDAP-Synch, and the User-Provisioning-Management tools. Team CSC will install and
configure eMail, Calendar and Contact Migration tools. Team CSC will provision user accounts
for Google Apps, migrate the Globa! Address & Distribution Lists and initiate start the e-
Discovery and archiving solution {sometimes referred to as Postini). Team CSC expects the
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City to support and facilitate this phase. Per the City’s request to lower the installation costs
Team CSC will not implement dual delivery. '

D.5 Test

During this phase Team CSC will perform Unit Testing of all the tool configurations. Team CSC
will perform system testing of all migration activities and functional areas. Team CSC will
perform User Acceptance Testing to ensure that the solution is ready for the Pilot phase. Team
CSC will document and address any discrepancies identified.

D.6 Pilot

During this phase Team CSC will work with the City to prepare a smali group of knowledgeable
users to Pilot acceptance of the new solutions. Team CSC recommends the City identify iTA
staffers on single mail server/post-office and domain to constitute the Pilot. Once the Pilot group
is active for 2 to 3 days, Team CSC will ask the designated users to complete the User
Acceptance Check List. Upon successful completion and reselution of user acceptance, Team
CSC will then move the pilot group to production (full-subscription status). Team CSC expects
the City to support and facilitate this phase.

D.7 User Cutover/Migration

During this phase Team CSC will migrate users by domain/post-office/ e-mail server {o the new
SECS services. Per the City’s request to minimize the cost of implementation and to ensure a
rich user experience the ‘live data’ (live data is an email or calendar events that are available
through the existing post-office server, not archived) to be migrated will consist of the most
current 30 days of emails sent and received in the active mail box and 30 days of historical and
scheduled future calendar evenis. Team CSC will coordinate the migration with the training
schedule to help optimize the availability of City frainers to the specified user community.

Team CSC will migrate all users in phases over eight weekends, one phase each weekend. All
current and future systems and their supporting infrastructure must be available in full
production ready mode during the migration weekends (e.g. internet gateways, internal network.
, firewalls, eMail servers, SMTP gateways, elc.). The City must also have end-user testers and
key system, security, network, and email administrators available on the weekend to ensure a
high confidence of migration. Team CSC expects the City to participate in and facilitate this

phase.
D.8 Project Close Out

During this phase Team CSC will close down the project and transition into ongoing operations
and support. Team CSC expects the City to support and facilitate this phase.

D.9 Project Schedule Summary

The attached project schedule is the baseline for the implementation plan. The durations, tasks,
responsibilities and relative timing are the basis of the implementation plan’s firm fixed price;
however, the specific calendar date is only notional. The Project Start/Kickoff will occur 2 weeks
from Notice to Proceed or as mutually agreed to in writing. In order to comply with the
contractual finish of 12/31/09 the notice to proceed must occur no later than August 1% 2009 or
as mutually agreed to in writing.
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D.10 Basis of Estimate for Project Plan

CSC’s basis of estimate is based on knowledge and assumptions regarding the LA environment
and Team CSC experience and metrics from similar programs, as follows:

This section only applies if the eMail mlgra’non option is chosen.

All archives to be migrated must be located in a central location, available on portableftape
media without defect (fully réadable).

The transfer will occur once, archives that are not available at the time of transfer will not be
included in the migration scope of the implementation.

The eMail Archives must be available for transfer on or before August 1%, 2009 or as mutually
agreed to in writing.

Estimated central archive size for LA SECS <= 15 TB or as mutually agreed to in writing.
Migration Estimate (based on Team_CSC experience):

1 LTO3 tape drive attached to Media Server (additional drives could be used)
17B of data duplicated 1o iape per day

500-800GB of data per LTOS tape

2 LTOS tapes duplicated per day

No de-duplication

30 LTO3/400GB tapes required

Total number of days required to copy data from VTL to Tapes = 15 days

The eMait post offices and all associated data are located in no more than two data centers
(ITA or LAPD).

The total number of eMail servers is =< 150 servers.

Live Mail extraction (based on Team CSC experience):

Up to 30 days of historical eMail messages (sent and received) will be migrated or as mutually
agreed fo in writing.

The infrastructure can support a minimum of 50 concurrent extraction sessions per server.
2.1786 trillion bytes extracted in 1004 seconds or 2.03MB/sec. :

At this rate 17k users @ 300MB of mail could be extracted to RFC 822in 30 days under
optimal conditions.

Calendar/tasks exiraction (based on Team CSC experience):

Up to 30 days of historical and scheduled future calendar events will be mlgrated or as
mutually agreed to in writing.

A minimum of 40 users concurrently can be migrated per server

On average the calendar exiract rate will be 1 calendar every 10 seconds.

Assuming 17k calendars, calendars could be migrated in 2 days.

Substantiation: Team CSC has loaded calendars at a rate of 275 events/second on a machine
with 8 procs and 32GB of RAM. With this machine, Team CSC loaded 15,000 calendars in 6
hours during the Genentech calendar migration.

D.11 Materials and Equipment
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August XX, 2008

CSC's solution requires a minimal amount of hardware and materials to support the City of LA.
Most of what is needed the City already has in place.

Google offers direct support 24

Team CSC’s Materials and Equipment Solution.

Team CSC has identified the following items that are required within the City’s internal network
to support the proposed solution.

1. Identity Management Infrastructure (Novell IDM, e-Directory, Microsoft Active Directory)

in the Development, Test and Production Environments.

2. The BES Server that is currently deployed in the City network.

3, Team CSC tools which includes Single Sign-On, LDAP Synch, Multi Domain

Management needs to be installed on existing servers. No new hardware needs to be

purchased. Team CSC require the following minimum requirements:

a.

b.

| d.

C.

CPU: Single Processor, Intel Pentium or compatible, 1 GHz or higher
Memory: 2 GB of RAM
5 GB of HD space

Dual Gigabit Ethernet

4. Battery backups
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Daily data backups or snapshot images

Redundant (RAID 1, RAID 5, etc.) Hard Drives (if physical server)
Fail-overfload-balanced environment for the server

Apache 2.0 web server or Internet Information éervices (11IS) 5.1 or later

10.PHP 5.x with OpenAD, OpenSSL, FreeTDS, and XML extensions

10. Python 2.5 or later, XML Parser, MySQL5 Database

11. Gdata Python client library 1.0.8 and supporting libraries
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Appendix E

Pricing Schedule and Catalog
Pricing contained in Section E.1 is for the City and County of LA only.
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Appendix E.1
County of LA Pricing Schedule
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Exhibit E.1-1. Price for 30,000 users; Installation charge up-front; without
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emaii-archive migration
Base Year | Base Year | Base Year Option 1 Option 2
Total . 1 . . 2 . 3 Unit Price | Unit Price
Number of | Installation | Unit Price | Unit Price | Unit Price er User er User
Users in Price per User | per User per User P p
Contract
7 Year 7 Year 7 Year 7 Year 7 Year
Archiving | Archiving | Archiving | Archiving | Archiving
30000 $890,900 $34.25 $41.99 $41.99 $41.99 $41.99
. o Total
Total Base Year | Base Year | Base Year | Option 1 Option 2 Installation
Number of | Installation 1 Price 2 Price 3 Price Price Price Base & ’
gzﬁ:fa[:t Price 7 Year 7 Year 7 Year 7 Year 7 Year Option
Archiving | Archiving | Archiving | Archiving | Archiving | Year Price
30000 $890,900 | $1,027,500 | $1,259,700 | $1,189,700 | $1,259,700 | $1,259,700 | $6,887,200
Exhibit E.1-2. Price for 17,000 users; Installation charge up-ifront; without
email-archive migration
Total Base1 Year Basez‘(ear Base3Year Option 1 Op‘tion'2
Number of | Installation | Unit Price | Unit Price | Unit Price Ug'rtl?;::re UZ?S;:;G
Users in Price per User per User per User p P
Contract
7 Year 7 Year 7 Year 7 Year 7 Year
Archiving | Archiving | Archiving Arqhiving Archiving
17000 $890,900 $34.25 $44.25 $44.25 $44.25 $44.25
. . . Total
Total Base Year | Base Year | Base Year | Option 1 Option 2 Installation
Number of | Installation 1 Price 2 Price 3 Price Price Price Base & ’
gss;fa'; Price 7 Year 7 Year 7 Year 7 Year 7 Year Option
‘ Archiving | Archiving | Archiving | Archiving | Archiving | Year Price
17000 $890,900 $582,250 | $752,250 $726,420 .| $752,250 | $752,250 | $4,456,320
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Exhibit E.1-3. Price for 30,000 users; Installation charge up-front; includes
- email-archive migration

Base1Year BasezYear BaseSYear Option 1 Option 2
Tg:atlj:;m:)ner Installation Unit Price Unit Price | Unit Price U';:} S;:;e Ug:-ttl;’sr:;e
C S Price per User per User per User p p
ontract
7 Year 7 Year 7 Year 7 Year 7 Year
Archiving | Archiving | Archiving | Archiving | Archiving
30000 $890,900 $38.70 $47.99 $47.99 $41.99 $41.99
Total Number Base Year | Base Year | Base Year | Option 1 Option 2 ! tT ?ltatl. n
° mt Installation 1 Price 2 Price 3 Price Price Price nhstaliation,
of Users in Price ‘ Base &
Contract 7 Year 7 Year 7 Year 7 Year 7 Year Option
Archiving | Archiving | Archiving | Archiving | Archiving | Year Price
30000 $890,500 $1,161,000 | $1,439,700 | $1,359,700 | $1,259,700 | $1,259,700 i $7,370,700
Exhibit E.1-4. Price for 17,000 users; Installation charge up-front; includes
email-archive migration
| Base1 Year Basez\'ear Base3Year Option1 | Option 2
Total Num!:er Installation | Unit Price | Unit Price | Unit Price Unit P.rlce Unit Price
of Users in Price er User er User er User | P€' User | perUser
Coniract P p, P
7 Year 7 Year 7 Year 7 Year 7 Year
Archiving | Archiving | Archiving | Archiving | Archiving
17000 - $890,900 $38.99 $49.19 $49.19 $44.25 $44.25
Total Number _ Base Year | Base Year | Base Year | Option 1 Option 2 |nst1=; (i)ltaatlion
of Users in lnsgili!;t;on 1 Price 2 Price 3 Price Price Price Base &
Contract 7 Year 7 Year 7 Year 7 Year 7 Year Option
Archiving | Archiving | Archiving | Archiving | Archiving | Year Price
17000 $890,900 $662,830 $836,230 $807,530 $752,250 $752,250 | $4,701,990
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Pricing Notes:

» (CSC's solution is based upon an annual pre-paid subscription pricing model for End
User Accounts. -

s The initial term for End User Accounts purchased prior fo the Service Commencement

- Date will be twelve months beginning on the Service Commencement Date.

s End User Accounts purchased after the Service Commencement Date will have a prorated
term ending on the anniversary of the Service Commencement Date.

« User volumes and environmental assumptions will be validated during due diligence. Per
D.9, CSC's prices and project schedules are based on durations, tasks, responsibilities,
and relative timings grounded in technical assumptions. Seat and installation pricing is
valid for variance of 10% +/-. Existing seat prices apply if user counts vary within 10%-+/-.
For example, if the final user count is 33,000 users, the installation fee is $890,900, as
proposed. The seat price that applies to 30,000 users is now applied to 33,000 users at
the seat price proposed for 30,000 users. Changes beyond this 10%+/- may result in
revised per seat prices.

» The e-mail migration changes for 17K users and 30K users. Once user counis are
finalized during due diligence data migration charges will be adjusted. Based on the -
media involved, these charges may not scale linearly.

LA SECS Renewali Discount
The CSC/Google team Is also offering the City of LA incentives based on catalog utilization by

other CA public agencies.

The CSC/Google Team agrees to provide The City the following additional discounts on the
Services subject to the conditions noted below:

a. If The City has entered Customer orders with CSC/GOOGLE for entities other than the
City of Los Angeles (collectively, “Other California Entities”) before the first anniversary
of the Contract Date containing an aggregate of at least 100,000 End User Accounts,
then CSC/GOOGLE agrees to provide The City a $10 per End User Account per year

-discount on The City's prices for the Services for the following one year’s charges for
The City’s order with CSC/GOOGLE for the City of Los Angeles {only).

b. If The City has entered Customer orders with CSC/GOOGLE for Other California
Entities before second anniversary of the Contract Date containing an aggregate of at
least 100,000 End User Accounts, then CSC/GOOGLE agrees to provide The City a $5
per End User Account per year discount on The City’s prices for the Services for the
following one year's charges for The City’s order with CSC/GOOGLE for the City of
l.os Angeles {only). Notwithstanding the foregoing, if the discount in paragraph (a) has
been applied previously or the discount in paragraph (¢} applies, then the discount in
this paragraph (b) shall not apply.

c. If The City has entered Customer orders with CSC/GOOGLE for Other California
Entities before each subsequent anniversary of the Coniract date containing an
aggregate of at least 250,000 End User Accounts, then CSC/GOOGLE agrees to
provide The City a $10 per End User Account per year discount on The City’s prices
for the Services for the following one year's charges for The City’s order with
CSC/GOOGLE for the City of Los Angeles (only).

d. Notwithstanding the foregoing, the discounts set forth above shall apply for no more
than 30,000 End User Accounts for the City of Los Angeles only.

e. In essence, the City can benefit from options a only, b only, ¢ only or a and c.
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Appendix E.2
Cataiog and Catalog Pricing

CALIFORNIA MUNICIPALITIES GOOGLE APPS PREMIER EDITION Sofiware as a Service
(SaaS) CATALOG

Description of Services

Google Apps is a purpose-built messaging and collaboration platform which meets or exceeds
core and additional SECS requirements. The Google Apps suite of applications provides
solutions for business e-malil, information sharing and security. Google Apps is a SaaS platform
suite that meets or exceeds the City's SECS requirements. In addition o common services like
e-mail, word processing, spreadsheets, preseniations, calendars, and instant messaging, our
solution also offers the ability fo create and share survey-style questionnaires using Forms,
multipurpose Wiki-style web pages using Google Sites, and all-purpose movies in Google
Video. The concept-behind Google Apps is to simplify the creation, production, and
dissemination of information so City workers can focus more on their work and less on how to
use the technology. This simplicity in everyday tasks will franslate into greater productivity for
“your municipality. Each Google Apps component alone is a functional, easy to use, productivity
oriented solution to workers’ everyday computing needs. More importantly, together, the
compenents are designed for seamless interoperability and easy collaboration. Because Google
Apps is so popular among the generai public, chances are your employees are familiar with
Gmail and Docs already and know how io use them. For municipal workers who are unfamiliar
with Google Apps, it offers an intuitive interface and short learning curve. This will reduce
training time and minimize the disruption involved in changing to SECS implementations.

The seamless, secure Google Apps suite of products comprehensively addresses all typical e-
mail solution requirements as shown in Exhibit E.2-1.

DIS&ST.EI’: Recovery GoogleApPs o

: 9054-599
Exhibit E.2-1. Major Requirements and Team CSC Solutions. The Google Apps solution
resufts in greater efficiency and significantly reducing implementation risks.

Scope of Oifering

The scope of this catalog is:

= For use by State of CA and other CA public agencies only

» Catalog work will be performed as part of the LA SECS contract

» All Contract terms and scope from the LA City SECS confract apply
Points of Contact (POCs)

s | A City POC is Kevin Crawford
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» CSC Team POC is Terry Miller, Business Development, (703) 876-1473

Scope of Catalog Services

This Catalog provides for both the work activities required to transition the agency and users’
current environment and data to Google Apps Premier Edition and the on-going operations of
Google Apps as software service (SaaS),including any optional Archive services purchased.

Activity 1 — Installation and Setup

Depending on the specific cusiomer environment, a different set of Installation and Setup
activities must be performed to prepare for Google Apps Software as a Service (SaaS)
operations. These activities are listed below in general; the specific activities and number of
required hours will be specified for each specific public agency based on their needs.

This work is performed under either T&M or FFP rates as negotiated.
T&M rates are in Addendum 1 to this catalog.

Typical Installation and Setup activities are listed below. We customme this set of activities to
meet your needs and your environment.

A standard implementation schedule contains eight essential phases that reflect our work plan.

e Project Kick-off and Initiation

During this phase Team CSC will coordinate with the customer 1o hold a project kick-off
meeting. Team CSC will mobilize the installation team, introduce them to the City and
review the proposed project plan with the key stakeholders. Team CSC expecis the
customer to support and facilitaie all phases. '

e Discovery

During this phase Team CSC will perform a detailed due diligence of the existing e-maif and
collaboration environment. Team CSC will review and document the domain strategy and
will work with the customer to create an end-user communication strategy for the new
enhanced features available within our solutions. Team CSC will revise the detailed project
plan for the implementation based upon the due diligence results.

e Training

buring this phase Team CSC will prepare training materials for the customer’s
adminisirators, and individuals selected by the customer as end-user Trainers. Team CSC
will conduct several train-the-trainer sessions for these individuals and provide coilateral
training material. Additional and detailed level of help information is available online for the
Google applications provided.

o Migration and Build Out

During this phase Team CSC will install and configure the tools necessary for interacting
with the cloud solution including the Multi-Domain-Manager, the Single-Sign-On-Password-
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Synch, the LDAP-Synch, and the User-Provisioning-Management tools. If the customer

chooses to migrate historical data, then Team CSC will migrate e-mail and archives via a

tape transfer (for speed and efficiency) and will install and configure Calendar and Contact

Migration tools. We will provision user accounts for Google Apps and start the e-Discovery
~ and archiving solution.

o Test

During this phase Team CSC will perform Unit Testing of all the tool configurations. Team
CSC will perform system testing of all migration activities and functional areas. Team CSC
will perform User Acceptance Testing to ensure that the solution is ready for the Pilot phase.
Team CSC will document and address any discrepancies identified.

» Pijlot

During this phase Team CSC will work with the customer to prepare a small group of
knowledgeable users to Pilot acceptance of the new solutions. Team CSC recommends the
customer identify staffers on single mail server and domain to constitute the Pilot. Once the
Pilot group is active for 2 to 3 days, we will ask the designated users to complete the User
Acceptance Check List. Upon successful completion and resolution of user acceptance, we
will then move the pilot group to production (full-subscription status).

s User Cutover/Migration
Puring this phase Team CSC will migrate users by e-mail server or cut users over by

domain o the hew services. We will coordinate the migration with the training schedule to
help optimize the availability of customer trainers to the specified user community.

e Seitup and Install Close Out
During this phase Team CSC will close down the Setup and Install project and transition into
ongoing operations and support.
Activity 2 — Run and Maintain Google Apps Premier Edition as a Service (SaaS)
Run and maintain activity provides the core Google Apps Premier Edition functionality after
transition, migration and training is done. Run and Maintain is procured on a fixed price per
seat pre-paid annual subscription basis.

For non-City of LA End Users, per Appendix J, non-City Terms of Service apply.

The price schedule for Google Apps SaaS operations is in Addendum 2.
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Appendix E.3 — T&M
| California Multiple Award Schedule (CMAS)

Contractor Site Rates

FICAED: 20
Principal information Engineer

s
rity Sysiems Specialist

Software Engineer Il
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$95.33 | $98.67

SHEH =38
nal Area Specialist
=hilesiEine HEEEAH
f Senior ERP Product Specialist

! 3 <31 el

Pl e

ERP Analyst/

S

A

Eeilnila

Cimete 2t

Senior INFOSEC Appilications Developer’ ' $144.26 | $149.31 $154.53

City of LA ITA SaaS Rates
Contractor Site Rales

Senior Thmcai Consultant - Impmentatton Mgr

e

Senior Trainer $220.30 | $226.61| $233.14
- Note: Base Year 3 rates valid through contract completion '
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Appendix E.4
Catalog Prices for State of California (CA) and CA Public Agencies

For New Orders and renewals of orders placed on or before July 31, 2010
List Price (for CA Sell Price (per

comparison) user per year)
Google Apps Premier Edition (GAPE) $50.00 $37.50
Standalone _
GAPE + Google Message Discovery, 1 year
retention $63.00 $47.25
GAPE + Google Message Discovery, 10 year
retention ' $83.00 $62.25

For New Orders and renewals of orders pl_acéd after July 31, 2010
: List Price (for CA Sell Price (per

comparison) user per year)

Google Apps Premier Edition (GAPE) $50.00 ' $42.50
Standalone
GAPE + Google Message Discovery, 1 year $63.00 $53.55
retention

| GAPE + Google Message Discovery, 10 year $83.00 $70.55
retention
Notes:

1) Sell Prices are for Software as a Service (SaaS) Google apps and archive operations
2) Prices are valid thru Jun 30, 2012
3) Prices are available in minimum increments of 1000 users unless the agency is smaller
than 1000 users; then the agency can purchase less than 1000 seats so long as they cover
all their eUmail users (in review)
4) Sell Prices are an annual prelpaid subscription

5) Prices here are net to CSC; any LA City contract utilization fees are in addition

6) All LA SECS contract terms apply
7} Prices are for operations of GAPE service only; installation, setup, trammg, data mlgrat:on
efc. are priced separately
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Appendix F
F.1 CSC Service Level Agreement

Service restoration within four (4} hours of service interruption (Disaster Recovery Event).

Service response times for service inierrupting events will be supportive of maintaining the
Google Apps SLA as described in section F.2 of this Appendix.

For non-service mterruptton evenis Team CSC intends to respond to LA City requests within
two (2) business days.

Escalation of events through the Key personnel listed in Appendix G for contractual issues. For
operational issues the escalation path will be mutually agreed to and maintained in writing
through respective contract personnel.

Escalation times for Severity Level events, as defined in Section 12.21 of the confract, are listed
in the table below:

Severity .| Definition

1 — Critical One level of escalation for durations 15 minutes or more from the
time the Cily notifies Contractor.

2 - Serious One level of escalation for durations 2 hours or more from the {ime

the City notifies Contractor.

3 - Moderate | One level of escalation for durations 4 hours or more from the time
the City notifies Coniracior.

4 - Minor Acknowledged by the Contractor and scheduled

Note, the durations are reset to 0, at each level of escalation atiempted {to provide time for
that level to respond before escalating again). If the Severity level changes, the new duration
period is immediately in affect but the duration does not reset {e.g. 35 minutes of waiting in a
Severity Level 2 situation that becomes a Severity Level 1 situation would allow for immediate
escalation; likewise, a Severity Level 3 situation that becomes a Severity Level 4 event would
no longer be eligible for escalation).

F.2 Google Apps Service Level Agreement

Per Appendix J — Exhibit A.
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Appendix G
List of Key Personnel

A. City of Los Angeles

2. During Implementation:
1) Randi l.evin, General Manager & CTO
Contract Owner
213-978-3311
Randi.levin@LACity.org

2) Kevin Crawford, Assistant General Manager
City Representative for SECS Contract
213-978-3311
Kevin.Crawford@LACity.org

3} Maryam Abbassi, [nformation Services Mgr |l
PMO, Director
213-473-9797
Maryam.Abbassi@LACity.org

4) Emilia Yanez, Information Services Manager |
SECS Project Manager
213-922-8379
Emilia.Yanez@LACity.org

3. Post implementation:

1} Randi Levin, General Manager and CTO
Contract Owner '
213-978-3311
Randi.levin@L.ACity.org

2} Kevin Crawford, Assistant General Manager
City Representative for SECS Contract
213-978-3311
Kevin.Crawford@! ACity.org

3) Daniel Clarke, Information Services Manager |
Help Desk Manager
213-978-7599
Dan.Clarke@LACity.org
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3 Catalog
1) Kevin Crawford, Assistant General Manager
City Representative for SECS Contract
213-978-3311
Kevin.Crawford@LACity.org

2) Laura lio, Chief Management Analyst
Finance, Director
213-978-3310
Laura. to@LACity.org

B. CSC

1. During Implementation: ‘

1) Tom Anderson ,
President, Civil and Health Services Grou
703-641-3735
tandersonB@csc.com

2) David A. Barber
Project Manager
410-691-6530
dbarber7@csc.com

3} David W. Beach
Principal Contracts Administrator
410-691-6624
dbeach3@csc.com

- 2. Post Implementation:

1} Tom Anderson .
President, Civil and Health Services Group
703-641-3735
tandersonG{@csc.com

2) David A. Barber
Project Manager
410-691-6530
dbarber7@csc.com

3) David W. Beach
Principal Contracts Administrator
410-691-6624
dbeach3@csc.com

3 Catalog
1) Tom Anderson
President, Civil and Health Services Group
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703-641-3735
tanderson6@cse.com

2) David A. Barber
Project Manager
410-691-6530
dbarber7@csc.com

3) David W. Beach
Principal Contracts Administrator
410-691-6624
dbeach3@csc.com

4) Terry Miller
Business Development Executive
703-461-2277
tmiller40@csc.com

C. Operational Escalation

1. Operational Escalations will be pursuant to agreed to Service Level Agreements and
escalation lists exchanged between City and Contractor, with no less than 3
escalation levels.
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Appendix H
Contractor Service Rates
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Appendix H
Coniractor Service Rates

California Multiple Award Schedule (CMAS)

Contractor Site Rates

Senior Comput

$118.17 $122.31
Software Engineer |l $61.69 $63.8 $66.08
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City of LA ITA SaaS Rates

Contractor Site Raites

Senior Trainer $220.30 | $226.61 $233.14

Note: Base Year 3 rates valid through contract completion
Base Year 1 will begin as of the date the contract signed
Base Year 2 will begin one day after the first anniversary date

Base Year 3 will begin one day after the second anniversary date
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Appendix |
Non-Disclosure Agreement

FOR GOOD CONSIDERATION, and in consideration of being employed by or rendering
professional services to The City and being compensated for professional services by The
City, its partner agencies, participating entities, agents, coniractors or assigns, the
Contractor of the City and the City (each a party or the parties) hereby spec:ﬂcal!y agrees
and acknowledges:

1, That during the course of this contract, the parties may disclose to each other may
become aware of, disclose fo or be provided access 1o, certain confidential information
of the other by representatives of the other , or through assigned job responsibilities,
or by other means; said confidential information including but not necessarily limited to:

a. Technical information: Methods, processes, data elements, table values, database
objects and data, compositions, documents, e-mail compositions and notifications
(whether sent or not}, systems and systems documentation, internal and vendor

- provided techniques, system creation and implementation strategies, computer
hardware and/or software and associated network hardware and software
information, computer programs and other related programming code and
programming code documentation, either created internally by me or others or
provided by the City or Contractor or third parties for my use, and/or other such
confidential system information provided by the City, or drafts and/or beta copies
thereof. :

b. Business information: Internal and external City or Contractor contact lists, project
or process costing data, engineering and materials supply source information,
financial and contract data, contract contingency data, financial systems and/or
plans and design strategies and timeframes, upgrade strategies and timeframes,
financial data, employee data, vendor data, and other such confidential data, data
elements, or information.

c. Security: Login id's and passwords and/or system access rights, access keys,
license keys, network authorizations, intranet and internet access capabilities and
privileges, and/or other such system access information and righis provided by the
City or Contractor, and which may grant access to either internally or externally
developed or provided programs, systems, networks, and/or processes, and which -
are recognized by the City or Contractor as being material to and appropriate and
necessary for the proper execution of the job responsibilities for which | have been
employed.

d. Rights: The right to administer, operate, view, control, and/or debug all or specific
information, technical, or security systems in use at or by the City or Centractor,
and which have been specifically assigned by the City or Contractor for
administration and/or control within the limits of my security privileges and job
responsibilities, or to which Contractor has been specifically assigned by the City
to participate in activities related to for the purpose of conducting City business or
resolving City technical or other issues related to such systems, and which may
include access rights to the information contained in such systems and/or the
systems to which they are connected, either through City approved design, or
internal or external City agreements, or indirectly through accessing such systems
for authorized purposes, and which may include systems installed at the City or at
other locations approved by the City or to which the City is connected either
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electronically, contractually, or through other means or agreements, and which may
include systems developed internally or externally, and which may reside as
connected or standalone systems, and which may include the right to employ
technical or other measures and/or internal and exiernal resources of any type
approved by the City and authorized within the scope of my job responsibilities,
either through provided tools and mechanisms, or through coniracted or ad hoc
service agreements with entities approved by the City, and which may act on
systems or processes, and which the City recognizes may include the right to
control, administer, debug, and investigate processes or data elements associated
with such systems, utilizing measures, resources, sirategies, code, objects, and
other such tools and mechanisms which, by their nature and because of their
“design, and due to the requirements of the specific work fo which such tools,
processes or rights are applied, may operate outside of and which may have limited
or no interaction with any internally developed or externally provided software or
hardware security model, design, tools, capabilities, policies, procedures, and/or
requirements, such rights and access privileges being recognized by the City as the
rights and access privileges required to perform the specific responsibilities of my
particutar employment at the City and which have been specifically granted to
Contractor by the City for that purpose through the security privileges provided to
Contractor by the Cily, and deemed necessary by the City for maintaining City
systems.

During this coniract, or at any time after the termination of this contract with the City,
neither party shall use for itself or others, or disclose or divulge to others, including
future employees or employers, any such confidential information, or any other
proprietary data or access rights and/or privileges of/to any such systems of the City or
Contractor as described above, or gain any access to any City or City contracted
system in viclation of this agreement, or use/share any such information or access so
gained, for any purpose not specifically authorized by the Contractor or City, without
the specific written approval of the other party or as ordered by a court of competent
jurisdiction.

. The paries agree that if a request of any sort is received from any third party to

disclose confidential information, they shall not respond to such request, and shall
instead immediately notify the other party through its Public Information Officer or
Contract Administrator of the request for disclosure.

Contractor recognizes that internal City rules, policies, procedures, and regulations,
and in certain cases, applicable State and Federal law govern certain aspects of the
authority provided to Contractor by the City such that the responsibilities of the
contract can be performed by Contractoer, and Contractor agrees 1o abide by all such
rules, policies, procedures, and laws in effect at the commencement of my employment
or contract, or which may be enacted during the coniract, in administering the systems
under Contractor's conirol and within Contractor’s responsibility, and to perform such
job responsibilities solely within the confines of the rights and privileges granted to
Contractor by the City and which the City recognizes are necessary for the proper
discharge of Contractor responsibilities.

. The parties each agree not to utilize, use, administer, invoke, or exploit any system

feature, strength, weakness, authorized or unauthorized access or access privilege, or
any other security or system hardware, software, security, or other right, breach of right,
or system feature or malfunction that may come to the other’s aftention, by or through
any means, 1o in any way gain any unauthorized or improper access 1o or control over

City_SECS Contract — Appendices — FINAL DRAFT

Page 68



August XX, 2009

_ any system, or system information, data storage area(s), or the data contained in such
data storage area(s), or any other physical or logical data or information storage,
transmission, or control area, location, facility, hardware, or sofiware at the City, at any
time or for any reason whatsoever, or to share any such information or access so
gained, without the express written permission of the City or as directed by City
policies, rules, procedures, and/or processes.

6. Each party further agrees to immediately notify the other and its officials of any incident
or information that the party becomes aware of concerning any internal or external
system, resource, activity, or entity which might, by its activities, presence, policies, or
practices, be in violation of, or have the potential for causing any violation of, any
portion of this agreement, or which may ‘cause a party to violate or create the potential
for a party to violate any portion of this agreement, other City policies, rules,
procedures, and processes, or applicable State or Federal law.

7. Contractor further agrees that upon the termination of the contract with the City:

a. Contractor shall return to the City all documents, records and property of the City,
including but not necessarily limited to: drawings, blueprints, reports, manuals,
correspondence, contact lists, computer hardware and/or software, or any other
City owned or vendor provided materials, documentation, records and
correspondence, whether they be hard copy, electronic, or some contained in some
other format or media, and all copies thereof relating in any way to the City's
business, my participation in that business, or in any way obtained by Contractor
during the course of the contract by any means and through any party, either
directly or indirectly. Contractor further agrees that Contractor shall not retain
copies, notes, working memoranda, drafts, prior versions, prior compositions, or any
abstracts of the foregoing.

b. The City may notify any fufure or prospective employer or third party of the
existence of this agreement, and shall be entitled to full injunctive relief for any
breach thereof.

c. The length of time this agreement is to remain in effect is indefinite, or until released
in writing by the City.

8. Contractor further recognizes and agrees, that violations of this agreement may result
in disciplinary action by the City and at the City's discretion, up o and including
termination of the contract for services with the City, the seeking of injunctive or other
civil relief by the City, and/or notification of proper State and Federal Agencies for
further action as required by law.

9. Contractor agree that this agreement shall be construed under the laws of the State of
California; that in the event any part of this agreement is held to be void, voidable, or
unenforceable for any reason whaisoever, the remainder of this agreement not held
void, voidable or unenforceable by the court shall remain in full force and effect; and
that the prevailing party in any action to enforce this agreement shall be entitled to costs
and attorneys’ fees.
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Google Services Agreement
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- Appendix J.1
Google Apps Premier Edition Agreement — City

Google Apps Premier Edition via Reseller Agreement {City of Los Angeles, California)

This Google Apps Premier Edition via Reseller Agreement (the “Agreement”) is entered into by and between Google
Inc., a Delaware corporation, with offices at 1600 Amphitheatre Parkway, Mountain View, California 94043 ("Geogle™)
and the City of Los Angeles, California ("Customer”). This Agreement is effective as of the date Customer clicks the "
Accept” button below (the “Effective Date”). If you are accepling on behalf of Customer, you represent and warrant
that: (i} you have fuill legal authority to bind your employer, or the applicable entity, to these terms and conditions; (i)
you have read and understand this Agreement; and (iii) you agree, on behalf of the party that you represent, to this
Agreement. If you do not have the legal auihority to bind Customer, please do not click the "I Accept” button below.
This Agreement governs Cusiomer’s access o and use of the Service.

1. Services.

1.1 Genersily. Google will provide the Services to Customer during the Term of this Agreement. Goaogle will
provide Customer or Reseller with a password and an Admin Account to use for administering the £nd User
Accounts, and other relevant features of the Service, if applicable. Customer or Reseller may use the
Services o: (a) provide End User Accounts to Customer's End Users; and (b) administer End User Accounis
through the Admin Console.

1.2 Facilities. All faciiites used to store and process Customer Data will achere to reascnable security
standards no less protective than the security standards at facilities where Google stores and processes its
own information of a similar iype. Google has implemented at least indusiry standard systems and
procedures o ensure the security and confidentiality of Customer Data, protect against anticipated threats or
hazards to the security or integrity of Customer Data, and protect against unauthorized access to or use of
Customer Data.

1.3 Modifications.

a. Tothe Services. Google may make commercially reagsonable medifications to the Service, or particular
components of the Service, from time to fime. Google will use commercially reasonable efforts to notify
Customer or Reseller of any such changes. '

b. To Applicable Terms. If Google makes a material change to the URL Terms, then Google will notify
Customer by either sending an email to the Notification Email Address or alerting Customer via the
Admin Console, or wili alert Reseller. If the change has a material adverse impact on Customer and
Customer does not agree to the change, Customer must so notify Google via the Help Center within
thirty days after receiving notice of the change. If Customer notifies Google as required, or Reseller
notifies Google on Customer’s behalf, then Customer will remain governed by the terms in effect
immediately prior to the change until the end of the then-current term for the affected Services. [f the
affected Services are renewed, they will be renewed under Google's then current URL Terms.

1.4 Customer Domain Name Ownerghip. Prior to providing the Services, Google or Reseller may verify that
Customer owns or controls the Customer Domain Names. If Customer does not own, or control, the
Customer Domain Names, then Google will have no obligafion to provide Customer with the Services,

1.5 Privacy Palicies. Google will comply with the Privacy Policy and the Privacy Notice. Changes to the Privacy
Policy and the Privacy Notice will be made as stated in the appiicable policy.

1.6 Ads.

a. Default Setting. The default setting for the Services is one that does not allow Google te serve Ads.
Customer or Reselier may change this setling in the Admin Console, which constitutes Customer’s
authorization for Google to serve Ads. If Customer or Reseller enables the serving of Ads, it may revert
to the default setling at any time and Google will cease serving Ads.

b. Geperally. Ads will comply with the AdWords Guidelines., Except as stated otherwise under this
Agreement, Google will neither contact the End Users directly through email, nor authorize a third party
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to contact the End Users directly by emalil, for advertising purposes. I Google is authorized o serve
Ads, any revenue generated from the display of Ads will be retained by Google and will not be subject
to any revenue sharing.

1.7 Data Transfer. Google agrees to store and process Customer's email and Google Message Discovery
(GMD) data only in the continental United States. As soon as it shall become commercially feasible, Google
shall store and process all other Customer Data, from any other Google Apps applications, only in the

- continental United States. Gioogle shall make commercially reasonable efforts to advise Customer when
such data storage capability is made available. Notwithstanding the foregoing, Google may store and
process Login Data in any country in which Goagle or its agents maintain facilifies.

Customer Ohligations.

2.1 Compliance with the Agreement. Customer is responsible for ensuring that it and its End Users use the
Services in accordance with the Acceptable Use Policy, and the Agreement. Google may make additional
applications, features or functionality available from time to time through the Service, the use of which may
be contingent upon Customer's agreement directly or through Reseller to additional terms. Customer
agrees that its use of the APls or the Domain Service is subject o its compliance with the APl Terms of Use,
or Domain Service Terms, as applicable.

2.2 Aliases. Customer or Reseller is solely responsible for monitoring, respending to, and otherwise processing
emails sent to the “abuse” and “postmaster” aliases for Customer Domain Names. Google reserves the
right to be copied on emails sent to these aliases for Custerner Domain Names.

2.3 Customer Administration of the Services. Cusiomer may specify one or more Administrators through the
Admin Console who will have the righis o access the Admin Account and to administer the End User
Accounts. Customer and Reseller are responsible for: (a) maintaining the confidentiality of the password
and Admin Account; (b} designating those of Customer's employees and Reseller's employees who are
authorized to access the Admin Account; and (c) ensuring that ail activities that occur in connection with the
Admin Account comply with the Agreement. Customer agrees that Google’s responsibilities do not extend
to the internal management or administration of Customer's electronic messaging system or messages and
that Geogle is merely a data-processor. '

2.4 Privacy. Customer agrees to prolect the privacy rights of its ¥nd Users under all applicable laws and
regulations, Customer's Administrators may have the ability to access, monitor, use, or disclose data
available to End Users within the End User Accounts. Customer will obtain and maintain consent from all
End Users to Customer’s access, monitoring, use or disclosure of this data, and to Google providing
Customer with the ability to do so. Customer is responsible for obtaining any necessary authorizations from
End Users to enabile Google fo provide the Services.

2.5 Unauthorized Use. Customer will use all commercially reasonable efforts to prevent unauthorized use of the
Service, and to terminate any unauthorized use. Customer or Reselfer will promptly notify Google of any
unauthorized use of, or access to, the Services of which it becomes aware.

Reguesting End User Accounts; Services Term. Requesting End User Accounts, as well as initial and renewal
terms for the Services, are o be decided upon between Customer and Reseller.

Payment. Customer will pay Reseller for the Services, As a result, all payment terms are to be decided upan
between Customer and Reseller.

Technical Support Services.

5.1 By Customer. Customer or Reseller will, at its own expense, respond to questions and complaints from End
Users or third parties relating to Customer's or End Users’ use of the Service. Customer or Reselier will use
commercially reasonable efforts to resolve support issues brought to its attention on its own, without
escalation to Google.

5.2 By Google. If Cusiomer or Reseller cannot resclve a support issue, then Cusiomer or Reseller may
escalate the issue to Google in accordance with the applicable TSS Guidelines. Google will respond in
accordance with the applicable TSS Guidelines.
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6. Suspension.

6.1 Of End User Accounts By Custoemer. If Customer becomes aware of an End User's violation of the
Agreement, unless Google agrees ctherwise in writing (inciuding by email), Customer may Suspend the
applicable End User Account. The duration of any Suspension will be until the applicable End User cures
the breach giving rise to such Suspension. Customer may Suspend jts End Users for its own reasons.

6.2 Of End User Accounts by Google. If Cusiomer fails fo Suspend an £nd User Account pursuant to Section
6.1 above, then Google may specifically request that Customer do so. If Customer fails fo comply with
Google's request 1o Suspend an End User Account, then Google reserves the right to do so. The duration
of any Suspension by Google will be untit Google is reasonably satisfied that the applicable End User has
cured the breach which caused the Suspension.

6.3 Of the Services by Googie. If: (i) Customer materially violates this Agreement; (i) Google provides
Customer with commercially reasonable notice of this violation (which may be by email to the Notification
Email Address); (jii) Google uses commercially reasonable efforts to discuss and resolve the violation with
Gustomer; and {iv) despite the foregoing, the violation is not resolved to Google's reasonable satisfaction,
then Google reserves the right to Suspend administrative access to the Service, or to particular components
of the Service. If, after all of the foregoing, Customer stili has not cured a violation within thirty days of the
commencement of a suspension under this Section, then Google may immediately terminate the Services
for cause.

6.4 Emergency Security Issues. Notwithstanding the foregoing, if there is an Emergency Security Issue, then
Google may automatically Suspend the offending use. Suspension will be to the minimum extent required,
and of the minimum duration, to prevent or terminate the Emergency Security Issue. If Google Suspends an
End User Account for any reason without prior notice fo Customer, at Customer's request, Google will
provide Customer the reason for the Suspension as soon as is reasonably possible.

7. Confidential Information.

7.1 QObligations. Each party will: (a} protect the other party’s Gonfidential Infermation with the same standard of
care it uses to protect its own Confidential Information, but in no event less than reasonable care; and (b)
not disclose the Confidential information, except io affiliates, employees and agents who need to know it
and who have agreed in writing fo keep # confidential. Each party {and any affiliates, employees and agents
to whom it has disclosed Confidential Information) may use Confidential Information only o exercise rights
and fulfill obligations under this Agreement, while using reasonable care to protect #. Each party is
responsible for any actions of its affiliates, employees and agents in violation of this Section.

7.2 Exceptions. Confidential Information does not include information that: (a) the recipient of the Confidential
Information already knew; (b) becomes public through no fault of the recipient; (c) was independently
developed by the recipient; or (d} was rightfully given to the recipient by ancther party.

7.3 Reguired Disclosure. Each party may disclose the other party’s Confidential Information when-required by
law but only after it, if legally permissible: (a) uses commercially reasonable efforts to notify the other party;
and (b) gives the other party the chance to challenge the disclosure.

7.4 The Admin Tool and Third Party Reguests.

a. Admin TJool. Google will provide the Admin Tool only as a part of providing the Service. Customer
misuse of the Admin Tool is considered a material breach of the Agreement.

b. Third Parly Requests. Customer is responsible for responding to Third Parly Requests. Google wili,
uniess it is prohibited by law or by the terms of the Third Party Request: (a} promptly nofify Customer of
its receipt of a Third Party Request in a manner permitted by law; (b} comply with Customer's
reasonable requests regarding its efforts to oppose a Third Party Request; and (c} provide Customer
with the information or tools required for Customer to respond to the Third Party Reguest. Customer
will first use the Admin Tool fo access the required information, and will contact Google orly if it is
insufficiernt for Customer’s needs.

7.5 Security Breach. To the extent a state or federal security breach law applies to a Security Breach, Google
will comply with the applicable law. To the extent no such law applies to a Security Breach, Google will notify
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Customer of a Security Breach, following the discovery or notification of such Security Breach, in the most
expedient time possible under the circumstances, without unreasonable delay, consistent with the legitimate
needs of applicable law enforcement, and after taking any measures necessary o determine the scope of
the breach and restore the reascnable infegrity of the system. Googie will send any applicable notifications
regarding a Security Breach to the Ngotification Email Address.

8. Intellectuyal Property Rights; Brand Features.

8.1 Intellectual Property Righis. Except as expressly set forth herein, this Agreement does not grant either party
any rights, implied or otherwise, to the other's content or any of the other’s intellectual property. As between
the parties, Customer owns all Intellectual Property Rights in Customer Data, and Google owns all
Intellectual Property Rights in the Services.

8.2 Display of Brand Features. Google may display only those Customer Brand Features authorized by
Customer, and only within designated areas of the Service Pages. Customer may specify the nature of this
use using the Admin Console. Google may also display Google Brand Features on the Service Pages to
indicate that the Services are provided by Google. If Customer wanis to display Google Brand Features in
connection with the Setvices, Customer will comply with the Trademark Guidelines.

8.3 Brand Features limitation. Each party may use the other party's Brand Features only as permitted in this
Agreement. Any use of a party’s brand features will inure to the benefit of the parly holding intellectual
property righis o those Brand Feaiures. A party may revoke the other parly’s right o use its Brand
Features pursuant to this Agreement with written notice to the other and a reasonable pariod to stop the o
use. A ) g

9. Restrictions on Use. Unless Google specifically agrees in writing, Customer will not, and will use commercially !
reasonable efforts to make sure a third party does not: (a) alter the Service Pages; (b) alter information :
transmitted through the Services to End Users (except as required 1o comply with the terms of this Agreement or
commercially reasonable internal policies of Customer); (c) share content or documentation provided by Google ‘
to Customer as a part of Google's provision of the Services with any third parly; (d) except as expressly
authorized in the Agreement, sell, resell, lease, or the functional equivalent, the Services to a third party; (e}
attempt to reverse engineer the Services or any component of the Services; {f) attempt o create a substiiute or
similar service through use of, or access 1o, the Services; or (g) use the Services for High Risk Activities.

10. Publigity. Customer hereby consents to Google’s inclusion of Customer's name in a customer iist, but only if
Gustomer is not the only customer appearing on the list. Other than this, neither party may make any public
statement regarding the relationship contemplated by this Agreement withcut the other party's prior written

- consent. :

11. Representations and Disclaimers.

11.1 Representations. Fach parly represenis that: (a) it has full power and authority fo enter into the
Agreement; and (b) it will comply with all laws and regulations applicable to its provision, or use, of the
Services, as applicable. Google warrants that it will provide the Services in accordance with the

applicable SLA. . :

11.2 Disclaimers. EXCEPT AS EXPRESSLY PROVIDED FOR HEREIN, NEITHER PARTY MAKES ANY
OTHER WARRBANTY OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE,
INCLUDING WITHCUT LIMITATION WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR USE AND NONINFRINGEMENT. GOOGLE MAKES NO REPRESENTATIONS ABOUT
ANY CONTENT OR INFORMATION MADE ACCESSIBLE BY OR THROUGH THE SERVICE. THE
SERVICE IS NEITHER DESIGNED NOR INTENDED FOR HIGH RISK ACTIVITIES. CUSTOMER
ACKNOWLEDGES THAT THE SERVICES ARE NOT A TELEPHONY SERVICE AND THAT THE
SERVICES ARE NOT CAPABLE OF PLACING OR RECEIVING ANY CALLS, INCLUDING
EMERGENCY SERVICES CALLS, OVER PUBLICLY SWITCHED TELEPHONE NETWORKS.

12. Termination.

i2.1  Term. The term for the Services will be as decided upon between Reseller and Customer.

12.2 Termination for Breach. Either party may suspend performance or terminate this Agreement if: (i) the
cther party is in material breach of the Agreement and fails to cure that breach within thirty days after
receipl of wrillen notice; (fi) the other parly ceases its business operations or becomes subject fo
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insclvency pruceedingé and the proceedings are not dismissed within ninety days; or {iif} the other party is
in material breach of this Agreement more than two fimes notwithstanding any cure of such breaches.

12.3 . Effects of Termination. If this Agreement ferminates, then: {f) the rights granted by one party io the other
will cease immediately; {ii) Google will provide Customer or Reseller access to, and the ability to export,
the Customer Data for a commercially reasonable period of time at no charge; (ifi} after a commercially
reasonable period of time, Google will delete Customer Data pursuant to the Google Apps Privacy Notice;
and (iv} upon reguest each party will prompily return or destroy all other Confidential information of the
other party.

13. Indemnification.

13.1 By Custgmer. Customer will indemnify, defend, and hold harmless Google from and against all liabilities,
damages, and costs (including settlement costs and reasonable attorneys’ fees) arising out of a third party
claim: (i} regarding Customer Data or Customer Domain Names; (i} thai Customer Brand Features
infringe or misappropriate any patent, copyright, trade secret or trademark of a third party; or (iii) regarding
Customer's, or its End Users', use of the Services in violation of the Agreement.

13.2 By Gooale.

13.2.1 Google will indemnify, defend, and hold harmiess Customer from and against all liabilities,
damages, and costs (including settlement costs and reasonable atlerneys’ fees) arising out of a
third party claim that Googie's technelogy used to provide the Services or any Google Brand
Fealure infringe or misappropriate any patent, copyright, trade secret or trademark of such
third parly. Notwithstanding the foregoing, in no event shall Google have any obligations or liability
under this Section arising from: (i) use of any Services or Google Brand Features in a modified
form or in combination with materials not furnished by Gooegle, and (i) any content, information or
data provided by Customer, End Users or other third parties.

13.2.2 Except for the active negligence or williul misconduct of Customer, or any of its Boards, Cfficers,
Agenis, Employees, Assigns and Successors in Interest, Google undertakes and agrees to defend,
indemnify and hold harmless Customer and any of its Boards, Officers, Agents, Employees,
Assigns and Successors in Interest from and against all suits and causes of action, claims, losses,
demands and expenses, inciuding bui not limited to, attorney’s fees and cost of litigation, damage
or liability of any nature whatscever, for death or injury to any person including Google employees
and agenis, or damage or destruction of any real or tangible personal property of either party
hereto or of third parties, arising in any manner by reason of the negligent acts, error or omissions
or willful rmisconduct incident to the performance of this Agreement by Google or its Subcontractor
of any tier.

13.2.3 In addition, Google undertakes and agrees to defend, indemnify and hoid harmiess Customer and
any of its Board, Oificers, Agents, Employees, Assigns and Successors in Interest from and against
all third parly suits and causes of action, claims, losses, demands and expenses, in¢luding but not
limited to, attorney's fees and costs of litigation, damage or liability of any nature whatsoever, that
Goagle has breached its obligations to Customer under Section 7 {(Confidential Information) only
with respect to the disclosure of such End User's information and to the extent such disclosure is
the result of actions predommantly attributable to (as agreed fo by the parties, said agreement not
to be unreasonably withheld) Google or its Subcontractor of any tier. The provisions of the
paragraph survive expiration or termination-of this Gontract.

13.2.4 Furthermore, except for the active negligence or willful misconduct of Customer, or any of its
Boards, Officers, Agents, Employees, Assigns and Successers in Interest, Google undertakes and
agrees to defend, indemnify and hold harmless Customer and any of its Boards, Officers, Agents,
Employees, Assigns and Successors in Interest from and against all third party suits and causes of
action, claims, losses, demands and expenses, including but not limited to, attorney’s fees and cost
of litigation, damage or liability of any nature whatsoever, for lost Customer Data; provided however
that for the City of Los Angeles, California only {1} during the Impiementation Warranty Period,
such liability is unlimited o the extent of the initial City of Los Angeles, Calfornia order made
through the Reseller and (2) following the Implementation Warranty Period through the remainder
of the Term, Google or its Subcontractor of any tier, may NOT be held liable under this Section
13.2.4 for more than $7,700,000.
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13.3 The provisions of this Section 13 survive expiration or termination of this Agreement.
13.4 Possible [nfringement.

a. Repair, Replace, or Modify. If Google reasonably believes the Services infringe a third party’s
Intellectual Property Rights, then Google will: (a) obtain the right for Customer, at Google's expense,
to continue using the Services; (b) provide a non-infringing functionally equivatent repiacement; or (c)
modify the Services so that-they no longer infringe.

b. Suspension or Termination. If Google does not believe the foregoing options are commercially
reasonable, then Google may suspend or terminate Customer’s use of the impacted Services, If
Google terminales the impacted Services, then Google will notify Customer or Reseller, or both.

13.5 General. The party seeking indemnification will promptly notify the other party of the claim and cooperate
with the other party in defending the claim. The indemnifying party has full control and authorily over the
defense, except that: (a} any settlement requiring the party seeking indemnification to admit liability or to
pay any money will require that party’s prior written consent, such consent not to be unreasonably
withheld or delayed; and {b) the other parly may join in the defense with its own counsel at its own
expense. THE INDEMNITIES ABOVE ARE THE ONLY REMEDY UNDER THIS AGREEMENT FOR
VIOLATION OF A THIRD PARTY'S INTELLECTUAL PROPERTY RIGHTS.

14. Limitation of Liability.

14.1 Limitation on_Indirect Liability. NEITHER PARTY WILL BE LIABLE UNDER THIS AGREEMENT FOR
LOST REVENUES OR INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL, EXEMPLARY, OR
PUNITIVE DAMAGES, EVEN IF THE PARTY KNEW OR SHOULD HAVE KNOWN THAT SUCH
DAMAGES WERE POSSIBLE AND EVEN IF DIRECT DAMAGES DO NOT SATISFY A REMEDY.

14.2 Limitation on Amount of Liability. NEITHER PARTY MAY BE HELD LIABLE UNDER THIS AGREEMENT
FOR MORE THAN THE AMOUNT PAID BY CUSTOMER TO RESELLER DURING THE TWELVE
MONTHS PRIOR TO THE EVENT GIVING RISE TO LIABILITY.

“14.3  Excepiions_tg Limitations. These limitations of liability do not apply to breaches of confidentiality
obligations, violations of a party's Intellectual Property Rights by the other party, or indemnification
obligations. '

15, Miscellaneocus.

15.1 Notices. All notices must be in writing and addressed to the atiention of the other parly’s legal department
and primary point of contact. Notice will be deemed given: (a) when verified by written receipt if sent by
personal courier, ovemight courier, or when received if sent by mail without verification of receipt; or (b}
when verified by automated receipt or electronic logs if sent by facsimile or email.

15.2 Assignment. Neither party may assign or transfer any part of this Agreement without the written consent of
the other party, except 1o an affiiate, but only if: (a) the assignee agrees in writing fo be bound by the
terms of this Agreement; and (b) the assigning party remains liable for obligations incurred under the
Agreement prior to the assignment. Any other attempt to transfer or assign is void.

15.3 Change of Control. Upon a change of control (for example, through a stock purchase or sale, merger, or
other form of corporate transaction): (a} the party experiencing the change of centrol will provide written
notice to the other party within thirty days after the change of control; and (b) the other party may
immediately terminate this Agreement any time between the change of control and thirty days after it
receives the written notice in subsection (a).

15.4 Foree Majeure. Neither party will be liable for inadequate performance fo the extent caused by a condition
(for example, natural disaster, act of war or terrorism, riot, labor condition, governmental action, and
Internet disturbance) that was beyond the parly's reasonable control.

15.5 NoWaiver. Failure to enforce any provision of this Agreement will not constitute a waiver.

15.6 Severabifity. If any provision of this Agreement is found unenforceable, it and any related provisions will
be interpreted fo best accomplish the unenforceable provision's essential purpese.
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157 No Agency. The partieé are independent contractors, and this Agreement does not create an agency,
partnership or joint veniure.

15.8 No Third-Party Beneficiaries. There are no third-party beneficiaries to this Agreement.

15,9 Eguitable Relief. Nothing in this Agreement will limit either party's ability {o seek equitable relief,

15.10 Governing Law. This Agreement is governed by California law, excluding that staie's choice of law rules.
FOR ANY DISPUTE RELATING TO THIS AGREEMENT, THE PARTIES CONSENT TO PERSONAL
JURISDICTION IN, AND THE EXCLUSIVE VENUE OF, THE COURTS IN SANTA CLARA COUNTY,

CALIFORNIA.
! 15.11 Amendments. Any amendment must be in writing and expressly state that it is amending this Agreement.

15.12 Survival. Those {::rovisions that by their nature should survive termination of this Agreement, will survive
termination of this Agreement.

15.13 Entire Agreement. This Agreement, and all documents referenced herein, is the parties’ entire agreement
relating to its subject and supersedes any prior or confemporaneous agreements on that subject. The
terms located at a URL and referenced in this Agreement are hereby incorporated by this reference.

15.14 Interpretation of Conflicting Terms. If there is a conflict between the documents that make up this
Agreement, the documents will control in the following order: the Agreement, and the terms located at any

URL.

15.15 Counterparis. The 'partieé may enfer into this Agreement in counterparts, including facsimile, PDF or ather
electronic copies, which taken together will constitute one instrument.

16. Definitions. -

“Admin Account” means the administrative account provided to Customer by Google, or to Reseller by Customer,
for the purpose of administering the End User Accounts. The use of the Admin Account requires a password,
which Google wili provide o Customer or Reseller.

"Admin_Console” means the online tool provided by Google to Customer for use in reporting and certain other
administration funciions.

“Admin Tool" means online tocls or APls, or both, provided by Google to Customer to be used by Customer, or
by Reseller on Customer's behalf, in cennection with Customer's administration, or Reseller's administration on
Customer’s behalf, of the services to End Users, which may include, among other things, account maintenance,
enforcement of Gustomer usage policies, and Third Party Requests.

“Administrators” mean the Customer-designated technical personnel who administer the Services to End Users
on Custorner's behalf. .

“Acceptable Use Policy’ means the acceptable use policy for the Services available at
hitp:/fwww.google.com/athelpfintl/fen/admins/use pelicy.himl or other such URL as may be provided by Google.

“Ads” means online advertisements displayed by Google to End Users.

"AdWords  Guidelines” means the  Google  AdWords  Editorial  Guidelines  located  at
https://adwords.google.com/select/quidelines.hitml or cther such URL as may be provided by Google.

“APIg" means the Google APls listed here: hitpi//code.google.com/apis/apps/overview.html or other such URL as
may be provided by Google.

“AP] Terms of Use” means the terms of use here: http//www.goodie.comy/a‘help/intl/en/admins/api terms.html or
other such URI. as may be provided by Google.

“Brand Features” means the trade names, trademarks, service marks, logos, domain names, and octher
distinctive brand features of each pariy, respectively, as secured by such party from time to time.
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“Confidential Information” means information disclosed by a party to the other party under this Agreement that is
marked as confidential or would normally be considered confidential under the circumstances. Customer Data
is Customer’s Confidential Information.

“Customer Data” means aif data and information provided by End Users via the sign up process for the Services,
as well as data, including email, documents, spreadsheets, presentations, and videos, provided, generafed,
transmitted or displayed via the Services by Customer, cr Reseiler on behalf of Customer.

“Customer Domain Names” mean the domain names owned or conirolled by Customner, which will be used in
connection with the Services.

“Domain Service” means a service provided by Google to Customer purely for Customer's convenience, where
Customer may, through a Google-provided interface, register domain names through, or transfer domain names
to, Registrar Pariners (as defined in the Domain Service Terms).

“Domain Service Jerms” means the terms at:
hitp//www.google.com/ashelp/int/en/admins/domain service terms.html, or other such URL as may be
provided by Google.

“Emergency Security Issug” means either: {8} an End User's use of the Services in violation of the Acceptable
Use Policy, which could disrupt: (i) the Services; (i) other End Users’ use of the Services; or {iii) the Google
network or servers used to provide the Services; or {b) unauthorized third party access to the Services.

“End Users” means the individuals Customer permits to use the Services.

*End User Account” means Google-hosted accounts provided to End Users through the Services for the purpose
of enabling such End Users o use the Service.

"Help Center” means the Google help center accessible at hiip:/www.ggogie.com/support/ or other such URL as
may be provided by Google.

“High Risk Activities” means uses such as the operation of nuclear facilities, air traffic cohtrol, or life support
systems, where the failure of the Services could lead to death, personal injury, or environmental damage.

“Implementation Warranty Period" means thirty {30) days foliowing the period of full and final accepiance of the
Services, which will be indicated by written confirmation from Customer o its Reseller (pursuart to the terms of
their agreement) and a copy of such confirmation shall be provided to Google.

“Intellectual Property Rights” means current and future worldwide rights under patent law, copyright law, trade
secret law, trademark law, moral rights law, and other similar rights.

“Login Data” means the username and password information entered by Cusiomer End Users in order to use the
Services.

“Notification Email Address” means the email address designated by Customer fo receive email notifications
from Google. Customer may provide a Reseller email address for this purpose if it so chooses. Gustomer may
change this email address through the Admin Console.

“Privacy Notice” means the privacy nolice located at hitp-//www.google.com/a/help/fintl/en/admins/privacy.html or
other such URL as may be provided by Google.

“Privacy Policy” means the terms at http:J//www.google.com/a/help/intl/en/users/privacy.html or other such URL
as may be provided by Google. ' :

“Reseller” means the Google Apps reseller Customer is paying lo provide access o and use of the Service.

“Security Breach” means an actual disclosure, or reasonable belief that there has been a disclosure, by Google
of Custormer Data to any unauthorized person or entity.”

“Service” means the Google ApAps Message and Collaboration services provided by Google and used by
Customer under this Agreement, The Services are as described here:
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htip//www.google.com/a/help/int/en/users/user features himl, or other such URL as may be provided by
Google.

“Service Pages” mean the web pages displaying the Services to End Users.
"SLA” means the Service Level Agreement, attached hereto as Exhibit A,

“Suspend” means the immediate disabling of access to the Service, or components of the Service, as applicable,
o prevent further use of the Service.

“Term" the term of the Agreement will begin upon the Effective Date and continue for as long as Cusiomer is
receiving Services from Google, unless terminated earfier pursuant to the Agreement, or pursuant to Customet’s
agreement with Reseller. :

“Third Party Reguest” means a request from a third party for records relating to an End User's use of the
Services. Third Parly Requests can be a lawful search warrant, court order, subpoena, other valid legal order,
or written consent from the End User permitting the disclosure.

“Trademark Guidelines” means Google's Guidelines for Third Party Use of Google Brand Features, located at
the following URL: hitn://www.google.com/permissions/guidetines.html, or other such URL as may be provided

by Google.

“TSS" means the technical support services provided by Google to the Administrators during the Term pursuant
to the TSS Guidelines.

"TSS Guidelines” means Google's technical support services guidelines then in effect for the applicable Services.
TSS Guidelines are at the following URL: hitp://'www.google.com/a/help/intl/en/admins/tssg.himl or other URLs

as may be provided by Google.

“UBL Terms” means the "SLA” and "Services” definitions, and other terms with which Customer must comply,
which are located at a URL and referenced in this Agreement.
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Exhibit A
Google Apps Service Level Agreement

Google Apps SLA. During the Term of the applicable Google Apps Agreement, the Google Apps Covered Services
web interface will be operational and available to Customer at least 99.9% of the time in any calendar month (the
"Google Apps SLA". If Google does not meet the Google Apps SLA, and if Customer meets its obligations under this
Google Apps SLA, Customer will be eligible to receive the Service Credits described below from Customer's Reseller,
This Google Apps SLA states Customer's sofe and exclusive remedy for any failure by Google to provide the Service.

Definitions. The following definitions shall apply to the Google Apps SLA,

"Downtime” means, for a domain, if there is more than a five percent user error rate. Downtime is measured based on
server side error rate.

"Downtime Period" means, for a domain, a period of ten consecutive minutes of Downtime. Intermitient Downtime for
a period of less than ten minutes will not be counted lowards any Downlime Periods.

"Google Apps Covered Services™ means the GMail, Google Calendar, Google Talk, Google Docs, and Google Sites
components of the Service.

"Menthly Uptime Percentage” means total number of minutes in a calendar month minus the number of minutes of
Downtime suffered from all Downtime Periods in a calendar month, divided by the total number of minutes ina
calendar month,

"Scheduled Downtime" means those times where Google notifies Customer of periods of Downtime at least five days
prior to the commencement of such Downtime. There will be no more than twelve hours of Scheduled Downtime per
calendar year. Scheduled Downtime is not considered Downtime for purposes of this Google Apps SLA, and will not
be counted towards any Downtime Periods. ) :

"Service" means the service provided by Google to Customer under the applicable Google Apps Agreement.

"Service Credit” means the following:

Days of Service added to the end of the Service term by Customer’s Reseller, at

Monthly Uptime Percentage ne charge to Customer

1 <99.9% - 2 99.0% 1 3
[ < 99.0% - = 95.0% i - 7
| <95.0% i ' 15

Customer Must Reguest Service Credit. In order to receive any of the Service Credits described above, Customer
must notify Reseller or Gooegle, or Customer's Reseller must notify Googte, within thirty days from the time Customer
becomes eligible to receive a Service Credit. Failure to comply with this requirement wili forfeit Customer's right to
receive a Service Credit.

Maximum Service Credit. The aggregate maximum number of Service Credits to be issued by Reseller on behalf of
Googile to Customer for any and all Downtime Periods that occur in a single calendar month shall not exceed fifteen
days of Service added 1o the end of Customer's term for the Service. Service Credits may not be exchanged for, or
converted to, monetary amounts.

Google Apps SLA Exclusions. The Google Apps SLLA does not apply to any service that expressly exclude this
Google Apps SLA {as stated in the documentation for such services) or any performance issues: {i} caused by factors
outside of Google’s reasonable conirol; or (i) that resulted from Customer's equipment or third party equipment, or
both {not within the primary control of Google}. :
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Appendix J.2
Google Apps Premier Edition Agreement — Non-City

On-line Google Terms of Services (TOS) agreement subject to change. On-line TOS presented
at the time of service acceptance takes priarity over this version of the written TOS.

Google Apps Premier Edition via Reseller Agreement

This Google Apps Premier Edition via Reseller Agreement (the “Agreement”) is entered into by and between Google
Inc., a Delaware corporation, with offices at 1600 Amphitheatre Parkway, Mountain View, California 94043 ("Google”™
and the entily agreeing to these terms ("Customer”). This Agreement is effective as of the date Customer clicks the "I
Accept” button below (the "Effective Date™). If you are accepling on behalf of Customer, you represent and warrant
that: (i) you have full legal authority to bind your employer, or the applicable entity, to these terms and conditions; (i)
you have read and understand this Agreement; and {jii) you agree, on behalf of the party that you represent, to this
Agreement. f you do not have the legal authority to bind Customer, please do not click the "l Accept” bution below,
This Agreement governs Customer’s access to and use of the Service.

17. Services.

1.8 Generally. Google will provide the Services to Customer during the Term of this Agreement. Google will
provide Customer or Reseller with a password and an Admin Account to use for administering the End User
Accounts, and other relevant features of the Service, if applicable. Customer or Reseller may use the
Services to: (a) provide End User Accounts to Custorner's End Users; and (b} administer End User Accounts
through the Admin Console.

1.9 Facilittes. All facilities used to store and process Customer Data will adhere to reasonable security
standards no less protective than the security standards at facilities where Google stores and processes its
own information of a similar type. Google has implemented at least industry standard systeims and
procedures to ensure the security and confidentiality of Customer Data, protect against anticipated threats or
hazards to the security or integrity of Customer Data, and protect against unauthorized access to or use of
Customer Data. :

1.10Modifications.

¢. Tothe Services. Google may make commercially reasonable modifications to the Service, or particular
components of the Service, from lime to time. Googie will use commercially reasonatie efforts to notify
Customer or Reseller of any such changes.

d. To Applicable Terms. if Google makes a material change to the URL Terms, then Gooegle wili notify
Customer by either sending an email o the Notification Email Address or alerting Customer via the
Admin Gonsole, or will alert Resefler. |If the change has a material adverse impact on Gustomer and
Customer does not agree to the change, Customer must so nolify Google via the Help Center within
thirty days after receiving notice of the change. i Customer notifies Google as required, or Reselier
notifies Google on Customer's behalf, then Customer will remain governed by the terms in effect
immediately prior to the change until the end of the then-current term for the affected Services. if the
affected Services are renewed, they will be renewed under Google's then current URL Terms.

1.11Customer Domain Name Qwnership. Prior to providing the Services, Google or Reseller may verify that
Customer owns or controls the Customer Domain Names. If Customer does not own, or control, the
Gustomer Domain Names, then Google will have no obligation to provide Customer with the Services.

1.12Privacy Policies. Google wilt comply with the Privacy Policy and the Privacy Notice. Changes fo the Privacy
Policy and the Privacy Notice will be made as stated in the applicable policy.

1.13Ads.
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c. Defaulf Selting. The default setiing for the Services is one that does not allow Google 1o serve Ads.
Customer or Reseller may change this setting in the Admin Console, which constitutes Customer's
authorization for Google o serve Ads. If Customer or Reseller enables the serving of Ads, it may revert
to the default setting at any time and Google will cease serving Ads.

d. Generally. Ads will compiy with the AdWords Guidelines. Except as stated otherwise under this
Agreement, Google will neither contact the End Users directly through email, nor authorize a third party
to contact the End Users directly by email, for advertising purposes. If Google is authorized to serve
Ads, any revenue generated from the display of Ads will be retained by Google and will not be subject
to any revenue sharing.

1.14Data Transfer. As part of providing the Service, Google may store and process Customer Data in the United

States or any other country in which Google or its agents maintain facilities. By using the Services,
Customer consents to this fransfer, processing and storage of Customer Data.

Customer Obligations.

2.6 Compliance with the Agreement. Customer is responsible for ensuring that it and its End Users use the
Services in accordance with the Acceptable Use Policy, and the Agreement. Google may make additional
appfications, features or functionality available from time fo time through the Service, the use of which may
be contingent upon Customer's agreement directly or through Reseller to additional terms. Cusiomer
agrees that iis use of the APIs or the Domain Service is subject to its compliance with the AP| Terms of Use,
or Domain Service Terms, as applicable.

2.7 Aliases. Customner or Reseller is solely responsible for monitoring, responding fo, and otherwise processing
emails sent to the “abuse” and “postmaster” aliases for Customer Domain Names. Google reserves the
right to be copied on emails sent o these aliases for Customer Domain Names. ’

2.8 Customer Administration of the Services. Gustomer may specify one or more Administrators through the
Admin Console who will have the rights to access the Admin Account and to administer the End User
Accounts. Customer and Reseller are responsible for: {a) maintaining the confidentiality of the password
and Admin Account; (b} designating those of Customer’s employees and Reseller's employees who are
authorized 1o access the Admin Account; and (c) ensuring that all activities that occur in connection with the
Admin Account comply with the Agreement. Customer agrees that Google's responsibilities do not extend
to the internal management or administration of Customer’s electronic messaging system or messages and
that Google is merely a data-processor.

2.9 Privacy. Customer agrees to protect the privacy rights of its End Users under all applicable laws and
regulations. Customer's Administrators may have the ability to access, monitor, use, or disclose data
available to End Users within the End User Accounts. Customer will obtain and maintain consent from all
End Users to Customer's access, monitoring, use or disclosure of this data, and to Google providing
Customer with the ability to do so. Customer is responsible for obtaining any necessary authorizations from
End Users to enable Google to provide the Services.

2.10Unauthorized Use. Customer will use all commercially reasonable efforts to prevent unauthorized use of the
Service, and to terminate any unauthorized use. Customer or Reseller will promptly notify Google of any
unauthorized use of, or access to, the Services of which it becomes aware.

RBeqguesting End User Accounts; Services Term. Requesting End User Accounts, as well as initiaf and renewal
terms for the Services, are to be decided upon between Customer and Reseller. .

Payment. Customer will pay Reseller for the Services. As a result, all payment terms are to be decided upon
between Customer and Reseller.

Technical Support Services.

5.3 By Customer. Customer or Reseller will, at its own expense, respond fo questions and complaints from End
Users or third parties relating to Customer’s or End Users’ use of the Service. Customer or Reseller will use
commercially reasonable efforts to resolve support issues brought to its attention on its own, without
escalation to Google. .
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5.4 By Google. 1 Customer or Reseller cannot resolve a support issue, then Customer or Reseller may
escalate the issue to Google in accardance with the applicable TSS Guidelines. Google will respond in
accordance with the applicable TSS Guidelines.

22. Suspension.

6.5 Of End User Accounts By Customer. i Customer becomes aware of an End User’s violation of the
Agreement, unless Google agrees otherwise in writing (including by email), Customer may Suspend the
applicable End User Account. The duration of any Suspension will be until the applicable End User cures
the breach giving rise to such Suspension. Gustomer may Suspend its End Users for its own reasons.

6.6 Of End User Accounts by Googie. If Customer fails to Suspend an End User Account pursuant to Section
6.1 above, then Google may specificaily request that Customer do so. If Customer fails to comply with
Google's request to Suspend an End User Account, then Google reserves the right to do se. The duration
of any Suspension by Google will be unfil Google is reasonably satisfied that the applicable End User has
cured the breach which caused the Suspension.

5.7 Of the Services by Goggle. I: (i) Cusiomer materially violates this Agreement; (i} Google provides
Custorner with commercially reasonable notice of this viclation (which may be by email to the Nofification
Email Address); (iii) Google uses commercially reasonable efforis to discuss and resolve the violation with
Customer; and (iv) despite the foregoing, the violation is not resolved to Gioogle's reasonable satisfaction,
then Google reserves the right to Suspend administrative access to the Service, or to particular components
of the Service. N, after all of the foregoing, Customer still has not cured a violation within thirty days of the
commencement of a suspension under this Section, then Google may immediately terminate the Services

for cause. ’

6.8 Emergency Security lssues. Notwithstanding the foregoing, if there is an Emergency Security Issue, then
Google may automatically Suspend the offending use. Suspension will be to the minimum extent required,
and of the minimum duration, to prevent or terminate the Emergency Security Issue. [ Google Suspends an
End User Account for any reason without prior notice to Customer, at Customer’s request, Google will -
provide Customer the reason for the Suspension as soon as is reasonably possible.

23. Confidential Information.

7.6 Obligations. Each pariy will; (8) protect the other party's Confidential Information with the same standard of
care it uses to protect its own Confidential Information, but in no event less than reasonable care; and (b)
not disclose the Confidential Information, except fo affiliates, employses and agents who need to know it
and who have agreed in writing to keep it confidential. Each party (and any afiiliates, employees and agents
to whom it has disclosed Confidential Information) may use Coniidential Information only to exercise righis
and fulfill obligations under this Agreement, while using reasonable care to protect . Each party is
tresponsible for any actions of its affiliates, employees and agents in violation of this Section.

77 Excegtions. Confidential Information does not include information that: {a) the recipient of the Confidential
information already knew; (b} becomes public through no fault of the recipient; (¢} was independently
developed by the recipient; or (d) was rightfully given to the recipfent by ancther pariy.

7.8 Beguired Disclosure. Each party may disclose the other party's Confidential Information when required by
taw but only after it, if legally permissible: {a) uses commercially reasonable efforts to notify the other party;
and (b) gives the other party the chance to challenge the disclosure,

. 7.9 The Admin Tool and Third Party Requests.

¢. Admin Tool. Google will provide the Admin Tool only as a part of providing the Service. Customer
misuse of the Admin Tool is considered a material breach of the Agreement.

d. Third Party Bequests. Customer is responsible for responding to Third Parly Requesis. Google wili,
unless it is prohibited by law or by the terms of the Third Party Request: {&) promptly notify Customer of
its receipt of a Third Party Request in a manner permitied by law; (b) comply with Customer's
reasonable requests regarding its efforts to oppose a Third Party Request; and {c) provide Customer
with the information or tools required for Customer to respond to the Third Party Request. Customer
will first use the Admin Tool to access the required information, and will contact Google only if it is
insufficient for Customer's needs.
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Intellectual Property Rights; Brand Features.

8.4 Intellectual Property Rights. Except as expressly set forth herein, this Agreement does not grant efther party
any rights, implied or otherwise, o the other's content or any of the other's intellectual property. As between
the parties, Customer owns alf Intellectual Property Rights in Customer Data, and Google owns all

- Intelleciual Property Rights in the Services.

8.5 Display of Brand Features. Google may display onfy those Customer Brand Features authorized by
Customer, and only within designated areas of the Service Pages. Customer may specify the najure of this
use using the Admin Console. Google may also display Google Brand Features on the Service Pages o
indicate that the Services are provided by Goagle. if Customer wanis to display Google Brand Features in |
connection with the Services, Customer will comply with the Trademark Guidelines.

8.6 Brand Features Limitation. Each party may use the other party's Brand Fealures only as permitied in this
Agreement. Any use of a party's brand features will inure to the benefit of the party holding intellectual
property rights to those Brand Fealures. A parly may revoke the other party’s right to use its Brand
Features pursuant to this Agreemert with written notice to the other and a reasonable period to stop the
use.

Restrictions on Use. Unless Google specifically agrees in writing, Customer will not, and will use commercially
reasonable efforts to make sure a third party does not: (a) alter the Service Pages; (b) alter information
iransmitted through the Services to End Users {(except as required to comply with the terms of this Agreement or
commercially reasonabie intemal policies of Customer); (¢} share content or documentation provided by Google
to Customer as a part of Google’s provision of the Services with any third parly; (d) except as expressly
authorized in the Agreement, sell, resel], lease, or the functional equivalent, the Services to a third party; (g)
attempt 1o reverse engineer the Services or any component of the Services; (f) attempt to creaie a substitute or
similar service through use of, or access fo, the Services; or (g) use the Services for High Risk Activities.

Publicity. Customer hereby consents to Google’s inclusion of Gustomer's name in a cusfomer list, but only if
Customer is not the only customer appearing on the list. Other than this, neither party may make any pubiic
statement regarding the relationship contemplated by this Agreement without the other party's prior written
consent.

Representations and Disclaimers.

11.3 Representations. Fach party represents that: (a) it has full power and authority 1o enter inio the
Agreement; and (b) it will comply with all laws and regulations applicable o fts provision, or use, of the
Services, as applicable. Google warrants that it will provide the Services in accordance with the
applicable SLA.

11.4 Disclaimers. EXCEPT AS EXPRESSLY PROVIDED FOR HEREIN, NEITHER PARTY MAKES ANY
OTHER WARRANTY OF ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE,
INCLUDING WITHOUT LIMITATION WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR USE AND NONINFRINGEMENT. GOOGLE MAKES NO REPRESENTATIONS ABOUT
ANY CONTENT OR INFORMATION MADE ACCESSIBLE BY OR THROUGH THE SERVICE. THE
SERVICE IS NEITHER DESIGNED NOR INTENDED FOR HIGH RISK ACTIVITIES, CUSTOMER
ACKNOWLEDGES THAT THE SERVICES ARE NOT A TELEPHONY SERVICE AND THAT THE
SERVICES ARE NOT CAPABLE OF PLACING OR RECEIVING ANY CALLS, INCLUDING
EMERGENCY SERVICES CALLS, OVER PUBLICLY SWITCHED TELEPHONE NETWORKS.

Termination.
12.4 Term. The term for the Services will be as decided upon between Reseller and Customer.

12.5 Termination for Breach. Either party may suspend performance or terminate this Agreement if: {i) the
other party is in material breach of the Agreement and fails to cure that breach within thirty days after
receipt of written notice; (i) the other party ceases its business operations or becomes subject to
insolvency proceedings and the proceedings are nof dismissed within ninety days; or {iii} the cther party is
in material breach of this Agreement more than two times notwithstanding any cure of such breaches.
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12.6 Effects of Termination. If this Agreement terminates, then: (i) the righis granted by one party to the cther
will cease immediately; (i) Google will provide Customer or Reseller access to, and the ability to export,
the Customer Data for a commercially reasonable period of time at Google's then-current rates for the
applicable Service; (jif} after a commercially reasonable period of time, Google will delete Customer Data
pursuant to the Google Apps Privacy Notice; and (iv) upon request each party will promptly return or
destroy all ather Confidentiat Information of the other party.

29. Indemnification.

13.6 By Customer. Customer will indemnify, defend, and hold harmless Google from and against all liabilities,
damages, and costs (including settlement costs and reasonable aftorneys’ fees) arising out of a third party
claim: (i) regarding Customer Data or Customer Domain Names; (i} that Customer Brand Features
infringe or misappropriate any patent, copyright, trade secret or trademark of a third party; or (i) regarding
Customer's, or its End Users', use of the Setvices in violation of the Agreement,

13.7 By Google. Google will indemnify, defend, and hold harmiess Customer from and against all liabilities,
damages, and costs (including setilement costs and reasonable atiorneys’ fees) arising out of a third party
claim that Google's technology used to provide the Services or any Google Brand Feature infringe or
misappropriate any patent, copyright, trade secret or trademark of such third party. Notwithstanding the
foregoing, in no event shall Google have any cbligations or liability under this Section arising from: (i} use
of any Services or Google Brand Features in a modified form or in combination with materials not
furnished by Google, and (ii) any content, information or data provided by Customer, End Users or other
third parties.

13.8 Possible Infringement.

¢. Bepair, Replace, or Modify. If Google reasonably believes the Services infringe a third party’s
Intellectual Property Rights, then Google will: (&) obtain the right for Customer, at Google's expense,
o continue using the Services; (b) provide a non-infringing functionally equivalent replacement; aor {c)
modify the Services so that they no longer infringe.

d. Suspension gor Termination. I Google does not believe the foregoing options are commercially
reasonable, then Google may suspend or terminate Customer's use of the impacted Services. If
Google terminates the impacted Services, then Google will notify Cusiomer or Reseller, or both,

13.8 General. The parly seeking indemnification will promptly notify the other party of the claim and cooperate
with the other party in defending the claim. The indemnifying party has full control and authority over the
defense, except that: (a) any settlement requiring the parly seeking indemnification to admit liability or to
pay any money will require that party's prior written consent, such consent not to be unreasonably
withheld or delayed; and (b) the other parly may join in the defense with ils own counsel atits own
expense. THE INDEMNITIES ABOVE ARE THE ONLY REMEDY UNDER THIS AGREEMENT FOR
VIOLATION OF A THIRD PARTY'S INTELLECTUAL FROPERTY RIGHTS.

30. Limitation of Liability.

14.4  Limitation on Indirect Liability. NEITHER PARTY WILL BE LIABLE UNDER THIS AGREEMENT FOR
LOST REVENUES OR INDIRECGT, SPECIAL, INGIDENTAL, CONSEQUENTIAL, EXEMPLARY, OR
PUNITIVE DAMAGES, EVEN IF THE PARTY KNEW OR SHOULD HAVE KNOWN THAT SUCH
DAMAGES WERE POSSIBLE AND EVEN IF BIRECT DAMAGES DO NOT SATISFY A REMEDY.

|
|

14.5 Limitation on Amount of Liability. NEITHER PARTY MAY BE HELD LIABLE UNDER THIS AGREEMENT
FOR MORE THAN THE AMOUNT PAID BY CUSTOMER TO RESELLER DURING THE TWELVE
MONTHS PRIOR TO THE EVENT GIVING RISE TO LIABILITY.

14.6 Exceptions fo Limifations. These limitations of liability do not apply to breaches of confidentiality
obligations, viclations of a party's Intellectual Property Rights by the other party, or indemnification
obligations.

31. Miscellaneous.

15.16 Notices. All notices must be in writing and addressed to the attention of the other party’s legal department
and primary point of contact. Notice will be deemed given: {a) when verified by written receipt if sent by
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personal courier, overnight caurier, or when received if sent by mail without verification of receipt; or {b)
when verified by automated receipt or electronic logs i sent by facsimile or email.

15.17 Assignment. Neither party may assign or transfer any part of this Agreement without the written consent of
the other party, except to an affiliate, but only if: (a) the assignee agrees in writing to be bound by the
terms of this Agreement; and (b) the assigning party remains liable for obligations incurred under the
Agreement prior to the assignment. Any other attempt to transfer or assign is void.

15.18 Change of Control. Upon a change of control (for example, through a stock purchase or sale, merger, or
other form of corporate transaction): (a) the pariy experiencing the change of conirol will provide wriiten
notice to the other party within thirty days after the change of conirol; and (b} the other party may
immediately terminate this Agreement any time between the change of control and thirty days after it
receives the written notice in subsection (a).

15.19 Force Majeure. Neither party will be liable for inadequate performance to the extent caused by a condition
{for example, natural disaster, act of war or terrorism, riot, labor condition, governmental action, and
Internet disturbance) that was beyond the party's reasonable control.

15.20 No Waiver. Failure to enforce any provision of this Agreement will not constitute a waiver.

15.21 Severability' . If any provision of this Agreement is found unenforceable, it and any related provisions will
be interpreted to best accomplish the unenforceable provision's essential purpose.

15.22 No Agency. The parties are independent contractors, and this Agreement does not create an agency,
parinership or joint venture.

15.23 No Third-Party Beneficiaries. There are no third-party beneficiaries to this Agreement.
15.24 Equitable Relief. Nothing in this Agreement will limit either party’s ability to seek equitable relief.

15.25 Governing Law. This Agreement is govemned by California law, excluding that state's choice of law rules.
FOR ANY DISPUTE RELATING TO THIS AGREEMENT, THE PARTIES CONSENT TO PERSONAL
JURISDICTION IN, AND THE EXCLUSIVE VENUE OF, THE COURTS IN SANTA CLARA COUNTY,
CALIFORNIA.

15.26 Amendments. Any amendment must be in writing and expressly state that it is amending this Agreement.

15.27 Suwvival. Those provisions that by their nature should survive termination of this Agreement, will survive
termination of this Agreement.

15.28 Entire Agresment. This Agreement, and all documents referenced herein, is the parties’ entire agreement
relating to its subject and supersedes any prior or contemporaneous agreements on that subject. The
terms located at a URL and referenced in this Agreement are hereby incorporated by this reference.

15.29 Inierpretation of Conflicting Terms. If there is a conflict between the documenits that make up this
Agreement, the documents will control in the foliowing order: the Agreement, and the terms located at any
URL.

15.30 Counterparts. The parties may enter into this Agreement in counterparts, including facsimile, PDF or other
slectronic copies, which taken together will constitute one instrument.

32. Definitions.

“Admin Account” means the administrative account provided to Customer by Google, or to Reseller by Customer,
for the purpose of administering the End User Accounts. The use of the Admin Account requires a password,
which Google will provide to Customer or Reseller.

“Admin Console” means the online tool provided by Google to Customer for use in reporting and certain other
administration funetions.

"Admin Tool” means online tools or APIs, or both, provided by Googte to Customer to be used by Customer, or
by Reseller on Customer's behalf, in connection with Custemer's administration, or Reselier’s administration on
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Customer's behalf, of the services to End Users, which may include, among other things, account maintenance,
enforcement of Customer usage policies, and Third Party Requests.

“Administrators” mean the Customer-designated technical personnel who administer the Services to End Users
on Customer's behalf. :

“Acceptable lJse Policy” means the acceptable use policy for the Services available at
hitp /iwww.google.com/a/helpfintl/en/admins/use _pelicy.html or other such URL as may be provided by Google.

“Ads” means onfine advertisemenis displayed by Google to End Users.

“AdWords Guidelines" means the Google AdWords Editorial Guidelines located at
htips:/fadwords.google.com/select/guidelings. htmi or other such URL as may be provided by Google.

“APls" means the Google APls listed here: htip://code.goodie.com/apis/apps/overview.himl or other such URL as
may he provided by Google.

“AP| Terms of Use” means the terms of use here: htip//www.qoodle.com/a/heip/intl/en/admins/api terms.himi or
other such URL as may be provided by Google.

“Brand Features” means the trade names, frademarks, service marks, logos, domain names, and other
distinctive brand features of each pariy, respectively, as secured by such party from time to fime.

“Confideptial Information” means information disclosed by a party to the other party under this Agreement that is
marked as confidential or would normally be considered confidential under the circumstances. Customer Data
is Customer’s Confidential Information.

"Customer Data” means all data and information provided by End Users via the sign up process for the Services,
as well as data, including email, documents, spreadsheets, presentations, and videos, provided, generated,
transmiited or displayed via the Services by Customer, or Reseller on behalf of Customer.

“Customer Domain Names" mean the domain names owned or controlled by Customer, which will be used in
connection with the Services.

“Domain Service" means a service provided by Google to Customer purely for Customer's convenience, where
Customer may, through a Google-provided interface, register domain names through, or transfer domain names
to, Registrar Partners (as defined in the Domain Service Terms).

“Domain Service Terms” means the terms at: :
htin://www.google.com/a/help/intl/en/admins/domain service terms.himl, or other such URL as may be

provided by Google.

“Emergency Securily Issue” means either: (a) an End User's use of the Services in violation of the Acceptable
Use Policy, which could disrupt: {i} the Services; (ii) other End Users’ use of the Services; or {jii) the Google :
network or servers used to provide the Services; or (b) unauthorized third party access to the Services.

“End Users” means the individuals Customer permits to use the Services.

“End User Account” means Google-hosted accounts provided to End Users through the Services for the purpose
of enabling such End Users to use the Service.

“Help Center’ means the Google help center accessible at hitp://www.google.com/supporl or other such URL as
may be provided by Google.

“High Risk Activities" means uses such as the operation of nuclear facilities, air traffic control, or life support
systems, where the fallure of the Services could lead to death, personal injury, or environmental damage.

“lntellectual Propertty Rights” means current and future worldwide rights under patent law, copyright law, frade
secret law, irademark law, moral rights faw, and other simiiar rights. ’
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"Notification Emaif Address” means the email address designated by Customer to receive email nofifications
from Gooegle. Customer may provide a Reseller email address for this purpose if it so cheoses. Customer may
change this email address through the Admin Console,

"Privacy Notice” means the privacy nolice located at hitp://www.google.com/a/help/intl/en/admins/privacy.html or '
other such URL as may be provided by Google. '

“Privacy Policy” rnean.s the terms at hifp//www.goodle.com/a/help/intl/en/users/privacy.htmf or other such URL,
as may be provided by Google.

"Beseller” means the Google Apps reseller Customer is paying to provide access fo and use of the Service. .

“Service" means the Google Apps Message and Collaboration seyvices provided by Google and used by
Customer under this Agreement. The Services are as described here:

hitp://www.google.com/ashelp/intl/en/users/user features.html, or other such URL as may be provided by
Google.
"Service Pages” mean the web pages displaying the Services to End Users.

"SLA” means the Service Level Agreement here: hﬂp://www.qooqle.com/apps/intl/enfterms/resellér sla.htmi, or
other URL as updated by Googie from time to Bme.

"Suspend” means the immediate dlsablmg of access to the Service, or components of the Service, as applicable,
to prevent further use of the Service.

"Term"” the term of the Agreement will begin upon the Effective Date and continue for as long as Customer is :
receiving Services from Google, unless terminated earlier pursuant to the Agreement, or pursuant to Customer’s
agreement with Reseller. :

“Third Party Request” means a request from a third party for records relating to an End User's use of the
Services. Third Parly Requests can be a lawful search warrant, court order, subpoena, other valid legal order,
or written consent from the End User permitting the disclosure.

‘Trademark Guidelines” mears Google's Guidelines for Third Party Use of Google Brand Features, located at
the following URL: hitp//www.google.com/permissions/guidelines.htmi, or other such URL as may be provided
by Google.

"TSS” means the technical support services provided by Google to the Administrators during the Term pursuant ;
to the TSS Guidelines.

“TSS Guidelines” means Google’s technical support services guidelines then in effect for the applicable Services.
TSS Guidelines are at the following URL: htip://Awww.gooale.com/ashelp/intl/en/admins/tssqg.him! or other URLs
as may be provided by Google.

"URL Terms” means the “SLA" and "Services” definitions, and other terms with which Custorner must comply,
which are located at a URL and referenced in this Agreement.

|
|
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