mgi
r >3i‘lr3—i|:?\>t*>

LADWP
Critical Infrastructure Protection

Threat and Vulnerability Assessments
Water and Power Facilities
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Control Center

Electronic heavy duty gate with
cameras/speaker

Security Officers assigned 24/7

Secure building entrance with “mantrap
Bulletproof glass in security booth
Check in procedures

Additional monitors to view area
Electronic access

Video surveillance

Procedures for vendor, delivery and
visitor check in

Delivery Frocess in review for possible
additional security measures
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Filtration Plant

mContinual review and upgrade
of perimeter security
Hydraulic barriers
1 Bollards
1 Walls, barriers and K-rails

Video Survelllance
1 Key-card access

Procedures for vendor, visitor
and delivery check in



Generating Station

" Security cameras to monitor
Critical Cyber Assets

Security Officers 24/7

Perimeter security fence topped
with razor wire

1 Key Card access to sensitive
areas

1 New security booth at entrance
with enhanced lighting

Procedures for vendor, visitor and
delivery check in

Vegetation cleared along fences



Switching Station

Security cameras to
monitor and protect Critical
Cyber Assets

Key Card access
implemented

Building security status
monitored at Central
Monitoring Station

Cameras working



Ongoing Visual Monitoring

LADWP currently has over 1,000
cameras monitored 24/7

Outages average 6%, down from
40% in 2014

Planned expansion to 2,500+
cameras {

Reviewing software to assist with
camera motion monitoring



North American Electric Reliability
Corporation - Evolution of Security

APRU
2005 2006 2013 Mandated
Energy f.El Spare Metcal)

2000 Policy Act Trartsi(f'i'r«6r 2011 d'ltetatton OCTOBER
tf, IEEE Equipment OlidEx ! ciltar.k. 2013
SUbstat-na Program
security 2002 2006 it ’F\)l:yzg:al
standard lit MERC National 2008 20 12 security

physical Irifrastruclui* UhIS Recavery MERC guidelines

security Protection Transtoi'iinr Sparc- (XT

guidance Plan Program diluilwiM

\Y v v v v v v
voluntary prescriptive
A A A A A A
1998 2005 2010 2013
Energy NERC ESCC CrfliMI GridEx 2
Sector Physical Infrastructure
information 2004 Security v3 2008 strategic 20 13
Sharing and Energy NERC initial  020MSP FERC
Analysis Subsector o
Centei Coordination 2 006 reliability E_Iectfees ly 20 14
(ES-ISAG] Council DOE Energy standards Sign _cant CIP 014
(FSCC) Sector Rian (cyber) Locations

Study



NERC/FERC Physical Security
CIP-014 Requirements

1 Requires utilities to conduct Threat and Vulnerability
Assessments and risks of attack that would result in:
Widespread instability
Uncontrolled separation or
Cascading within an Interconnection

1 Recognizes financial constraints for all desired
physical security protection of assets

r LADWP has identified facilities that meet the criteria



Independent Analysis

CIP-014 requires an independent Consultant who
meets NERC/FERC requirements to:

Review our assessment

Suggest improvements, if needed

Validate our findings

Assist with the development of a Security Plan






Cyber Security Program

Dedicated cyber security staff - professional cyber security
certifications

Cyber security policy vetted and reviewed by multiple agencies
Multiple security vulnerability assessments

1 Regular scans of outward facing servers and applications
Independent security assessment every two years

Multiple levels and types of technology to address cyber threats
and enhance system resiliency

* Also, Automatic updating, Network Access Control services,
Web Access Control, and Identity Management systems

* Worked with USC and JPL on testing and implementing
experimental systems

LADWP shares information with state and federal security
agencies and industry organizations



Conclusion

LADWP had performed ongoing security review and
Implemented increased physical and cyber security
since 2001

On schedule with Physical Security Threat and
Vulnerability Assessments

1 Compliant with all Physical Security NERC/FERC
requirements

Physical and Cyber Security under continual review

1 Improved process being developed to better test and
validate security efforts



