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October 16, 2020 REF: EXE-162-20

Honorable Members of the City Council 
City of Los Angeles 
Room 395, City Hall 
Los Angeles, CA 90012

Attn: Information Technology & General Services Committee

Subject: COUNCIL REPORT ON INNOVATIVE TECHNOLOGIES DURING COVID- 
19 (#20-0836)

Pursuant to City Council Motion 20-0836 (Lee/O’Farrell), the Information Technology 
Agency (ITA) was instructed to work in consultation with the City Administrative Officer 
and the Chief Legislative Analyst to develop a report on the how innovative technologies 
such as cloud computing could facilitate remote work, build resources and human capital, 
help enhance partnerships among different levels of government, while maintaining the 
required detection and protection against cyber threats.

Overview
The 2020 COVID-19 pandemic is yet another reminder why City of Los Angeles 
employees and City of Los Angeles public services should be online, digital, and 
connected. COVID required the City of L.A. workforce and services to rapidly become 
remotely available with greater pressure on IT infrastructure. All City departments with 
services for residents, businesses, or visitors that had to close or were significantly 
reduced due to the pandemic, must implement improved digital services using the City’s 
existing “toolkit” of low cost, innovative technology solutions. In response to the Council 
Motion, this report describes the implementation of innovative technologies for remote 
work and public services to respond to the COVID pandemic, efforts to improve the digital 
capabilities of City human resources, and key efforts to improve our cyber security.

Moving the City Workforce to “Work From Home
Anticipating the Mayor’s “Safer at Home” Emergency Order (March 19, 2020), the 
Information Technology Agency (ITA) began moving City of Los Angeles employees, 
who’s work could be done remotely, into teleworking. In the first 48 hours, the ITA had 
over 12,000 City employees on a comprehensive remote work solution. Leveraging work 
that ITA had already begun to unify individual department digital identity directories,
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negotiating a 50 percent discount on the essential security “multi-factor authentication” or 
MFA software licensing, and working closely with department IT staff, within two (2) 
weeks, the ITA increased this number to over 18,000 City employees. To enable easy 
access to instructions and promote the effective teleworker, the ITA also established the 
Connect2LACity.org website with both technical and general (work and emotional/mental) 
“self-help” tools. Every other week, we also hold ITA virtual training sessions (“Office 
Hours”) for City employees, with over 1,000 online City employee attendees in several of 
our sessions.

Providing COVID-19 Specific Apps to Support L.A. Residents
The need for digital services to assist the public became immediate. With leadership from 
the Office of Mayor Eric Garcetti and members of City Council, the ITA built and launched 
key applications to help with the City’s COVID-19 response for the public. This included 
building the COVID-19 Testing App, Senior Meal Program App, Rental Assistance, Virtual 
Public Meetings, Disaster Service Worker (DSW) Assignment App, Emergency 
Operations Center (EOC) Logistics App, and more. These apps used our most modern 
platforms and technologies. They are Cloud-hosted, secure, work on smartphones, and 
are easy to use. With investments made by the ITA over the last three years, using 
funding provided by our Mayor and City Council or savings identified by ITA, these 
modern digital platforms have yielded tremendous returns during the events of 2020 and 
the needs of Angelenos during the pandemic.

Helping City Departments Provide Core Services Through the Digital Public 
Services Toolkit
Through the Mayor’s Executive Directive #29 (Contactless Government), the ITA 
launched a Digital Public Services Toolkit for City Departments. While digital 
transformation has been an ongoing initiative by ITA for the last four years, the COVID 
pandemic greatly accelerated interest in converting in-person City services into digital 
services for the benefit of the public.

The following is a summary of the Digital Public Services Toolkit provided to City 
Departments to improve their digital operations during the COVID-19 pandemic:

Digital Public Services Toolkit Sample

If Your Customers Complain About “Red Tape”, Streamline Your Processes!
Use No-Cost ITA Process Re-engineering Training - ITA can provide no
cost Lean Six Sigma training. Lean Six Sigma is a data-driven approach to 
simplify your processes and eliminate waste (better for you and your 
customers!)

1.
a.

If the Public Has to Mail, Fax, or Visit Your Offices, Digitize Your Services!
Websites & Basic Forms

2.
a.
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i. Basic websites (Google Sites & Forms) - Publish information, FAQs, 
and intake customer requests for no-cost with easy-to-use Google 
tools.

ii. Advanced websites (Drupal CMS hosted in Cloud) - Need more 
digital horsepower? Try the City standard using the robust Drupal 
Content Management platform hosted in the Cloud (same as NFL!).

b. Manage Customers & Their Cases Using Our Various Existing CRM 
Products

3. Do You Feel Your Employees Are Behind The Times? Empower Your 
Workforce!

Google Suite Tools & Training - More than just email and calendar, these 
are office tools from one of the most innovative companies in the world. 
From building websites to virtual whiteboards, check out these popular 
resources: connect2lacity.org/google. Also, ITA provides “Office Hour” 
virtual presentations every couple weeks on a wide range of topics to make 
your staff more effective with Google Suite products.

a.

b. Work from Home Resources & Tools - From remote access to your work 
PC to smartphone guides, check out Connect2LACity.org for the latest work 
from home capabilities.

Free Online Technical Training - Check out thousands of high-quality 
technology and management training courses through Lynda.com. Even 
better, free access with a LA City library card: 
Lynda.com/portal/sip?org=lapl.org.

c.

Already Digital? Take Your Public Services To The Next Level!
E-Signature - Need legal, electronic approvals? The ITA has a standard, 
cost effective citywide contract for E-Signature.

4.
a.

b. Identity Management - Need a way for customers to securely login to one 
or multiple apps? We got you. Check out our industry leading identity 
management solution.

Enterprise Cloud Hosting - Website or apps can’t handle the traffic? Use 
our Cloud options to get to “Internet Scale”. Also a great way to stop buying 
expensive servers, launch an app quickly, or protect from a natural disaster.

c.

d. Robocalling - Need to call thousands or hundreds of thousands of people? 
Use our cloud-hosted robocalling solution. Using the City contract, you only 
pay for what you need.

https://connect2lacity.org/google
https://connect2lacity.org/
https://www.lynda.com/portal/sip?org=lapl.org
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e. Automated Email Handling - Need to receive, categorize, and respond to mass 
amounts of emails? Use our Robotic Process Automation (RPA) tools with a 
little programming to make this happen.

Securing City Remote Workers & Digital Services from Growing Cyber Threats
As accurately described in the Council Motion, the dramatic increase in teleworking has 
resulted in additional opportunities for cyber criminals. The City of Los Angeles has been 
working hard to ensure the cyber security of our digital services and remote teleworkers. 
First, we now require annual cyber security training for City of Los Angeles employees. 
Second, we perform periodic email phishing exercises to test City employees with 
suspicious emails. These exercises challenge City employees to catch the suspicious 
email before clicking an embedded link. The employee is notified and directed to training 
if they inappropriately click on the link and departments are notified of their overall results. 
Third, we now perform weekly cybersecurity scans of all public facing websites, apps, 
and servers. We report the results to departments through a monthly dashboard with 
security scores. As you can imagine, City of LA IT and security teams have been on high 
alert since the start of the COVID-19 pandemic and the City of Los Angeles must continue 
to invest in the tools and resources needed to maintain these safeguards. Key 
investments to further secure our workforce are listed in the section below.

Necessary Technology Investments to Provide Core Services to L.A.
While the City of Los Angeles made tremendous efforts to digitize our workforce and 
deliver critical services to the public during COVID, we require additional IT infrastructure 
and investments to continue during pandemic recovery and to support the “new normal.”

#1 - Upgrade Google Suite Licenses To Handle Increased Demand & Requirements 
The City of Los Angeles needs to improve its Google Suite licenses from Basic to 
Business-level. The City has been using Google Suite (Gmail, calendar, drive, docs, 
sheets, forms, etc.) for the last 10 years. As our sophistication and usage have 
increased, the City of Los Angeles needs to upgrade from the lowest license level to 
the mid-level Business-level. This will improve our access to files from home (e.g. 
local shared drives become Google Team Drives accessible anytime, anywhere), 
greatly improve cyber security for teleworkers, expand storage space for employees, 
and provide improved tools for our workforce. GSuite has been the lifeblood of the 
City’s COVID response, with City employees dramatically increasing their use of 
Google video conferencing, drive sharing, document and spreadsheet collaboration, 
email communications, virtual whiteboarding (Jamboard), etc. In fact, the average 
daily number of Google video conferences has increased more than 10X since the 
start of the pandemic (over 2,000 Google video meetings per day)!

Benefits of Upgraded Google Suite Business License vs Existing Basic License:
Access to Shared Drives from Home - Team Drive features that allow full access 
to network shared drives from home (this is the largest impediment to teleworkers 
today)
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Improved Cyber Security for LA City Teleworkers - Advanced Google Suite 
cyber security for teleworkers (password security, data loss prevention, 
endpoint controls, security reporting, etc)

Unlimited Google Drive Storage - City employees frequently run out of their 
allotted 15 GB of email and file storage. This upgrade would provide unlimited 
storage for every employee.

Data Analysis Tools for Every Employee - This upgrade would provide free 
access to Google’s BigQuery data analysis software, allowing Management 
Analyst’s and other employees easy access to high-tech data mining, analysis, 
and visualization tools to improve department performance.

Powerful Video Conferencing Tools - This upgrade would allow every employee 
the ability to host webinars of up to 250 attendees, including webinar recording 
and livestream for thousands of attendees.

Although ITA would normally approach this as a request through the budget, the GSuite 
licenses expire January 31, 2021. Google has indicated that they are phasing out the 
current licenses used by the City and that pricing will be considerably more favorable if 
the City transitions to the Enterprise licenses with the next purchase. The estimated 
additional cost of migrating the City of Los Angeles workforce (21,200 licenses) to the 
Enterprise level is $1,628,000 per year. The ITA feels this is a long overdue and essential 
investment, especially in light of expanded teleworking and the “new normal”.

#2 - Purchase Enhanced Google Video Conference Licenses for Each Department 
As City of Los Angeles departments have been continuing their operations during 
remote work, the need for large video conferencing solutions has become imperative. 
Prior to COVID, there was limited need for these licenses. Now, departments are not 
only hosting small team meetings, but also large, multi-division meetings within their 
department (150+ attendees). To enable these large periodic meetings, the 
Information Technology Agency recommends the purchase of Enterprise-level 
Google Meet Licenses for each department (2 per department for smaller 
departments and 5 for large departments). If the previous item (Upgrade Google 
Suite Licences) is not performed, then these video conference licenses would be 
necessary. Enterprise licenses will allow up to 250 people per meeting. It also 
includes the capability to live stream the meeting to the public (handles thousands of 
observers) and recording of the sessions (necessary for staff unable to attend the 
meeting). The cost of purchasing these licenses is $17,550 per year.

#3 - Expand City’s Cyber Security Monitoring Tool for Remote Workers
The City of Los Angeles uses Security Information and Event Management (SIEM) 
tools to manage cybersecurity incidents, attacks, and alerts. These tools already 
consume over 1 billion records every 24 hours. To accommodate cyber security for 
remote workers, the ITA needs to expand the ongoing capacity for our SIEM tools to
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fully capture, monitor, and be able to respond to these expanded attack surfaces and 
threat vectors. In other words, we have tremendous increases in network traffic and 
expanded the endpoints that require protection. The most cost effective way to 
perform this is to expand the capacity of our SIEM so we can meet this challenge. 
The ITA would simply expand the capacity of the existing SIEM to accommodate the 
increased volume of traffic related to remote workers. The cost of expanding cyber 
security protections for teleworkers is $625,000 per year.

Recommendations
That the City Council, subject to the approval of the Mayor,

Direct the CAO to identify ongoing funding in the amount of $17,550 to provide 
a minimum number of Google Enterprise licenses for each department and 
to appropriate this funding to ITA’s Fund 100/32 Account 3040 Contractual 
Services.

1. A.

Or

Direct the CAO to identify ongoing funding in the amount of $1,628,000 for 
the February, 2021 purchase of Google Enterprise licenses to cover 
employees citywide and to appropriate this funding to ITA’s Fund 100/32 
Account 3040 Contractual Services for the Google subscription services.

B.

2. Direct the CAO to identify ongoing funding in the amount of $625,000 to expand 
the City’s cyber security capacity to cover the additional traffic related to remote 
workers and to appropriate this funding to ITA’s Fund 100/32 Account 3040 
Contractual Services.

If you have any questions or would like further information regarding this report, please 
feel free to contact me or Joyce Edson, ITA Executive Officer, via email or by phone at 
213-978-3311.

Respectfully submitted,

/CwL
Ted Ross
General Manager & CIO

Honorable Mayor Eric Garcetti
Honorable Councilmember & Chair, John Lee
Honorable Monica Rodriguez
Honorable Bob Blumenfield
Maria Ramos, City Administrative Officer
Matias Farfan, Office of the Chief Legislative Analyst
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